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1 Executive Summary

Owing to the highly fragmented health systems in European countries, gaining access to a
consistent record of individual citizens that involves cross-border activities is very difficult.
MyHealthAvatar is a proof of concept for the digital representation of patient health status.
It is designed as a lifetime companion for individual citizens that facilitates the collection of,
and access to, long-term health-status information. This is extremely valuable for clinical
decisions and offers a promising approach to acquire population data to support clinical
research, leading to strengthened multidisciplinary research excellence in supporting
innovative medical care.

The VPH initiative has led to the collection and integration of predictive models and
heterogeneous data to interpret and predict the progress of diseases and the effectiveness
of treatments, which have laid down the foundation for new knowledge discovery. The use
of these tools can show the quantified progress of the patient and promote a better
modulation of treatment and a faster recovery. These are expected to improve the
reliability, repeatability and timeliness of medical decisions and interventions. In addition to
data access, MyHealthAvatar is also an interface to access integrative models and analysis
tools, utilizing resources already created by the VPH community. Overall, it can contribute
to individualized disease prediction and prevention and support healthy lifestyles and
independent living.

Personalisation is one of the key features of the MyHealthAvatar representation. These
avatars are like personal bags of individual citizens. Given a set of long term and consistent
health information, data analysis and simulations supporting clinical decisions can be made
based entirely on the individualized information from specific patients. This can allow the
healthcare system to be tailored for individual care and personalised prevention.

Work package 5, “Models & Repositories”, focuses on the development of clinically oriented
repositories that cover the needs of the MyHealthAvatar project.

At the end of the project, the repositories, described in D5.1, will be included into an
application. These applications should be able to communicate with physical users and third
party applications. To that end, certain interfaces have been developed:

* A Graphical User Interface (GUI), which will allow users to access certain tables of
the repository to enter, alter and delete tools/models and their pertinent data

* An Application programming Interface (API), bases on RESTful web services, that will
allow the same functionality, remotely, for applications
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2 Introduction

2.1 Purpose of this document

This document presents the interfaces that are developed for the WP5 Tool/Model and Data
repositories. As they are divided into a Graphical User Interface for physical users and an
Application Programming Interface for other applications, for each group, their technical
and design details are presented, along with some functionality examples.

Finally, the results of a technical evaluation regarding the completed Tool/Model and Data
repositories application are presented.

2.2 Structure of the Deliverable

Chapter 3, briefly describes the application developed by ICCS which includes all the work
done in the context of WP5 and the Nephroblastoma Use Case, as it is described in WP9
deliverables. Chapter 4 describes the implementation details of the repositories’ Graphical
User Interface. Chapter 5 presents the Application Programming Interface by listing its web
services’ URL’s. Finally, in chapter 6, the details about the evaluation of the repositories are
given (questionnaire and presentation of results).
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3 The IAPETUS Application

3.1 Introduction

IAPETUS is a prototype web application build by the In Silico Oncology and In Silico Medicine
Group, ICCS-NTUA. It is composed of two major modules. A Tool/Model Repository capable
of storing simulation models and pertinent/assisting tools, as well as their individual
attributes in separate tables, and a module that allows the user to set up and carry out
model executions, as well as handle the outcoming results. It also includes the tool
execution engine that was described in D5.1. In Figure 1, its high level architectural
description, is presented [1].

-
GRAPHICAL USER INTERFACES (" “CORE” ) REPOSITORY DATABASES
[ TooumopeL oata [
CONTROLLERS l-—-l MODELS
DATABASE TOOL/MODEL REPOSITORY REPOSITORY
CRUD FORMS EXECUTION
FORMS —
g T J
@ SECURITY
, USER- 3% PARTY
ORIENTED APPLICATION
SECURITY SECURITY
\S 4
API y
ToOL

EXECUTION
ENGINE

DATABASE 3% PARTY
CRUD METHODS
METHODS

Figure 1: Architectural Diagram of IAPETUS

3.2 General Details

In its current version the entire application, being deployed with all the software tools
described in D5.1, is heavily based on python’s Django. Therefore, all the major actions in
IAPETUS, are managed by views, residing at the application’s core. This also includes the
handling of the RESTful services of the API, being developed using Tastypie. As for the GUI’s,
they are based on Django templates, which are the framework’s versions of “Controllers” in
the Model — View — Controller architectural design.

Finally, in the context of the present deliverable, only the part of IAPETUS that pertains to
the Tool/Model and Data repositories will be explained and presented. The Oncosimulator
module and its functions is presented in D9.4
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4 Graphical User Interfaces (GUI’s)

4.1 Introduction

The Tool/Model and Data repositories Graphical User Interfaces correspond to the
“Controller” part of the Model-View-Controller design architecture that is followed in the
development of the repositories and eventually, IAPETUS. In the Django Framework the
controllers are called “templates” and are usually implemented as html pages, which
communicate with the views via the http request-response mechanism. As a result, they
support basic http functions such as GET and POST. Code-wise, these pages can include
everything else that is normally included in a regular html page (html tags, css/javascript
scripts, etc). However, in order to tailor and link them to a repository’s views, certain
statements must be used that belong to the Django Template language. These statements
can control and change the content of a template, depending on a set of arguments that is
passed to the template by the calling view in the latter’s “response” object.

4.2 The Django template language

The Django template language is what defines templates. If a text (simple, html, etc.) or
even a python string is marked-up with elements of this language, they can be called
templates. This language is based on the following simple elements:

* Block tag: A block tag is a symbol within a template that does something. It can
output content, serve as a control structure (an “if” statement or “for” loop), grab
content from a database or enable access to other template tags. Block tags are
surrounded by "{%" and "%}".

Example template with block tags:
{% if is_logged_in %}

Thanks for logging in!
{% else %}

Please log in.
{% endif %}

* Variable: A variable is a symbol within a template that outputs a value. Variable tags
are surrounded by "{{" and "}}".
Example template with variables:
My first name is {{ first_name }}. My last name is {{ last_name }}.

* Context: A context is a “variable name” -> “variable value” mapping that is passed to
a template. A template renders a context by replacing the variable “holes” with
values from the context and executing all block tags. In the case of html pages, the
context is placed within the http “response” object
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4.3 Tool/Model and data repository templates

A “flowchart” through the various views for the Tool/Model and data repository is given in
figure 2. These views have grouped together functions on multiple database tables. The
templates take this approach one step further and utilize the same template for multiple

views.
1
o

[ B L -

1
|
A : oncosimulator_home 1
login 1 |
A I | :

|

index T->| 2uthenticate |—3{ login_result [—>{ welcome [—>| home >| repository_home (€= |
1 |
1 |
signup 1 |
1 |
" 2 v L 2 |
1 ud_item |€ results 1€ query add_item_with_file add_item |
1 |
S [ [ |

Figure 2: Tool/Model and data repository view “workflow”. The “oncosimulator_home” view is not a part of
the repositories module of IAPETUS, however it is added for completion reasons. The dashed line represents
the “area” in which only a logged user may access. This includes the Oncosimulator module of IAPETUS.

In the following sub-sections, each template will be described, regarding the views it
manages and pertinent screenshots with the end results will be presented

4.3.1 index.html

This template interacts only with the “index” view. It presents the initial screen of IAPETUS
where the user is prompted to either sign up for a new account, or login using their own.

MHA Tool/Model Repository X 4

€ 147.102.5.194:8000/repository/index/ ¢ Q Search wB 9 ¥§$ 4 OB =

Welcome to IAPETUS v0.1 by ICCS &
| g

J |
MyHealthAvatar

Please Login using vour credentials or Sign Up for an account

Figure 3: index.html (IAPETUS initial screen)
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4.3.2 login.html

This template interacts only with the “login” view. It contains a “username” and a
“password” field. The user must enter their credentials, in order to enter the repository.

- ol X
IAPETUS v0.1 by ICCS Login X 4
€ @ 147.102.5.194:8000/repository/login/ o Q Search ﬁ B Q@ 3 A O . =
IAPETUS v0.1 by ICCS BTy 92 nsilico
| ) \ %\‘ y R\ 7 ’. ()|\cn’»iog\'(.rx’n|’l§
User Login WyHealthAvator v
Usemame: fotos |
Passvord

Figure 4: login.html

4.3.3 userAuthFunctions.html

This template interacts with almost all views, but mostly with the “login_result” view. After
a user trying to log in, the set of credentials they entered will be checked across the user
data holding table of the repository. Depending on the result, a set of arguments is passed
to the template. These arguments contain the messages that inform the user about the
success or failure of his attempt and also give them links to redirect them either back to the
login screen (if they entered false credentials) or to IAPETUS home screen (if they provided
correct credentials

T O X
IAPETUS v0.1 by ICCS X G
€ | @ | 147.102.5.194:8000/repository/login_result/success/ ¢  Q Search w B8 3 & O B =
IAPETUS v0.1 by ICCS = ?‘ﬁ
&5 \ “\' ) g\f‘ Oncology Group

i 5 MyHealthAvatar
nikolaos you are now logged in s

Please click here to go to the home page

Figure 5: userAuthFunctions.html after successful login
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IAPETUS v0.1 by ICCS X W

Q
&
s
i
Q
e
>
0]
]
]

€ | @ | 147.102.5.194:8000/repository/login_result/fail/

IAPETUS v0.1 by ICCS 1l 6 AR 1Sil

Sorry, your credentials were incorrect

Please click here to go to the login page

Figure 6: userAuthFunctions.html after unsuccessful login

The same template is used to prevent users from unauthorized access to the other functions

of IAPETUS. Should anyone try to enter a template by e.g. entering its URL directly to the
browser, userAuthFunctions.html will be returned instead, prompting them to login.

IAPETUS v0.1 by ICCS X |APETUS v0.1 by ICCS X B

€ 9 @ 147.102.5.194:3000/repository/home/ € Q search wBe ¥ A O Q- =

IAPETUS v0.1 by ICCS (9
) A\ A

MyHealthAvator

You must be logged in to see this page

Please click here to go to the entry page

Figure 7: userAuthFunctions.html after preventing unauthorized access

4.3.4 home.html
This template is associated with the “home” view. It contains IAPETUS home screen, giving
the user the choice to either enter the Tool/Model Repository or the Oncosimulator

module.
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IAPETUS v0.1 by ICCS X IAPETUS v0.1 by ICCS X  +

€ @ | 147.102.5.194:8000/repository/home/ ¢ Q Search wB ¥ & O @Q-

IAPETUS v0.1 by ICCS N Y| #g [nSilico

Select a module -

I Tool/Model and Data Repository I | Oncosimulator Application

Hello nikolaos

Figure 8: home.html (IAPETUS home page)

4.3.5 repositoryHome.html

This template is associated with the “repository_home” view. It serves as the home page for
the repository module of IAPETUS and contains a series of buttons for accessing the
templates that allow entering, editing, or deleting data from the repository.

IAPETUS v0.1 by ICCS X IAPETUS v0.1 by ICCS X k&

(' @ | 147.102.5.194:8000/repository/repository_t c Q Search ﬁ E 4 A O @ Y

TAPETUS v0.1 by ICCS @ G® "InSilico

\ t*\-! 1! (¢ . Oncology Group
F g MyHealthAvatar ;
Tool’Model and Data Repository Main Page g - -
Please select an action
| Add New Tool/Model basic information I | Edit/Delete Tool/Model basic information |
| Add New File related to a Tool/Model | I Edit/Delete File related to a Tool/Model I
| Add New Parameter related to a Tool/Model I | Edit/Delete Parameter related to a Tool/Model |
| Add New Set of Parameter Instances I I Edit/Delete Set of Parameter Instances I

Add New Property | Edit/Delete Property |

| Add New Tool/Model-Property Combination | | Edit/Delete Tool/Model-Property Combination |

Edit/Delete Task

| Logout || 1APETUS Home |

Figure 9: repositoryHome.html (IAPETUS repository module page)
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4.3.6 crudFunctions.html

This is the most functional template. It controls the “add_item”, “add_item_with_file”,
“ud_item” and “query” views. As an “item” we are referring to any entity that can be stored
to the repository by the user (Tool/Model, File, Parameter, InstanceParameterSet, Property,
Tool — Property Combination, Task) The first three views group together all insertion actions
depending on whether the user is also uploading a file to the repository or not and the
editing/deleting of stored data. The last view is responsible for accepting queries pertaining
to stored items, based on the latter’s names, and returns them to the user. Therefore, this
template is involved with all the database transactions.

Django allows the developer to “map” the database tables into models and these models
into one or many forms depending on what portion of the model is for the user’s eyes [2].
Templates are using views to render forms to their html code [3]. The content is loaded into
an html <form> tag and associated with a view. In this case, this template has two <form>
tags, one for the CRUD functionalities and one containing the “query” screen. An “if” block
determines what to show, based on a flag, passed as argument to the template. If the first
choice is made (CRUD), then the user, depending on the button they clicked in the
“repositoryHome” screen, which sends the proper argument to the one of the three first
CRUD views, will see in this template a set of fields that corresponds to the proper form.
This is better explained in the following two figures, which handle the data insertion for the
tool/model basic information and files.

= (m} X
IAPETUS v0.1 by ICCS X =+
(' 147.102.5.194:8000/repository/add/Tool/ [ Q Search
IAPETUS v0.1 by ICCS ‘ f*l,n,S,,ili,c,Q
X7 " Oncology Group

Add new Tool

Name: ICCS Nephroblastoma (Wilms) Oncosimulator

The model simulates the spatiotemporal |A
Description: |response of wilms cancer to combinated v
chemotherapy treatment with the

Please give a comment about the Tool/Model

Comment:

I Repository Home H Logout I

Figure 10: crudFunctions.html rendering the form for adding a new Tool/Model
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IAPETUS v0.1 by ICCS X Wk

€ @ 147.102.5.194:8000/repository/add_wf/File/ (<} Q Search ﬁ B 9 ¥ & O .

IAPETUS v0.1 by ICCS PR | #75 1osilico

& MyHealthAvatar
e e @
Toolid: |Nephrobl (Wilms) Oncosimulator v « v 4[> ThisPC > Desktop v ®] [ search Desktop A
Name:  |Wilms inary | Organize v Newfolder B~ ™ @
Executable file of the (Wilms) ” c . ”
Description: [9ncosimulatox D94 flame Detsmodined
D103 2] Documents - Shortcut 21/08/15 16:15
Kind: Deliverables = > eclipse_cpp 21/08/1518:44 | |
eclipse_jee 21/08/15 18:44
Source: No file selected. MyHealthAvatar % o it
# Image 28/01/16 17:37
Version: ‘1'0 ¢ OneDrive 15 isotousb_setup.exe 28/12/1512:45
Distributed freely only as executable [ This PC ;} Matlab /08/15 18:43
License: = i
I Desktop B MinGW Installer
= l model_repository_view.py
built with C++ 5] Documents 5 Notepad++ i
Comment: cds_workspace (& preprocess.py 10/12/15 15:08
cpp_workspace ‘_1 raw_2_animated_gif.ijm 16/12/15 2:58
Engine:  [Win 32/64] Iccs = report/ohnDoe20160227000917.pdf 29/02/16 17:25
Add File MCMISM r#% Taskmgr.exe - Shortcut 16/02/16 23:36
Oncosimulators ‘ |@| template_with_ajax.html 09/12/15 20:51
s [85] WILMS.exe 06/04/1518:38 | |
[ Repository Home | | Logout ‘ MyHealthAvatar_Review Sz - ‘ S
File name: |WILMS.exe v| [anFiles v]
| Open | | Cancel ‘

Figure 11: crudFunctions.html rendering the form for adding a new File

If the user has clicked on a “Edit/Delete” button, then the other html <form> tag will be
called and the template will load up the fields for querying. The screen is the same for all
items that the user is allowed to perform CRUD functions on. The only thing that changes is
the name of the item (tool, file, etc.):

IAPETUS v0.1 by ICCS X &R

€ > a 147.102.5.194:8000/repository/query/File/ c Q Search

IAPETUS v0.1 by ICCS

. yHealthAvatar
Query for File SRR, T

A f’*InSilico
H .‘ Oncology Group

Please enter Name of File

|Wi|ms Binary | I Search for File I

I Repository Home || Logout |

Figure 12: crudFunctions.html searching for a File.
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After the user submits the query and clicks on a returned result, (as it will be shown in the
next template), a new form is rendered by the template that contains the information that

the user can see and/or edit. In the same form, a button is also presented, the pressing of
which, deletes the entry which is shown:

= (m} X
IAPETUS v0.1 by ICCS X R

€ @ | 147.102.5.194:8000/repository/ud/Tool/1/ 2 Q Search

IAPETUS v0.1 by ICCS @ &
\

Edit/Delete Tool yHealthAvatar_

Name: [Nephroblastoma (Wilms) Oncosimulator

The model simulates the spatiotemporal A
Descﬁpﬁon; response of wilms cancer to combinated v
chemotherapy treatment with the

Comment:

l Update Tool H Delete Tool |

I Repository Home || Logout I

Figure 13: crudFunctions.html rendering the form for editing or deleting an existing Tool/Model

If the entry contains a file to download, a pertinent button also appears:

= o X
IAPETUS v0.1 by ICCS X U

€ ) @ | 147.102.5.194:8000/repository/ud/File/5/ ¢ Q translate > wl@ ¥ 4 OB =

IAPETUS v0.1 by ICCS
Edit/Delete File
Tool id: | pl (Wilms) Oncosi v
Name: |W|Ims Binary

Executable file of the (Wilms)

Description: Oncosimulator You have chosen to open:
[ Wilms.exe
Kind: |executable ‘ which is: EXE file (2.5 MB)
Version: [10 ‘ from: http://147.102.5.194:3000
Distributed freely only as executable Would you like to save this file?
License:

What should Firefox do with this file?

O Openin browseras
54e95425d£f3dec516ce6750983cd84b2979e945b

Shalsum:

(@) Save File
built with C++
C t:
Engine: |Win 32/64] ‘
| Update File Information | [ Delete File Information and source file Download source file

Figure 14: crudFunctions.html rendering the form for editing information, downloading or deleting an existing
File
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The following Figures will give the template’s rendering with respect to the other items

CRUD functions:

IAPETUS v0.1 by ICCS

Add new InstanceParameterSet

Instance id: i e
Name: |samp|e_parameter_set.xml
Please give the description of the
Description: Instance
File type: Ixml
Source: sample_parameter_set.xml

I Add InstanceParameterSet |

I Repository Home || Logout |
IAPETUS v0.1 by ICCS

Add new Property

Name: lSampIe_property

sample_property description
Description:

sample property_comment
Comment:

Please give the semtype of the Property
Semtype:

Add Property

l Repository Home || Logout I

IAPETUS v0.1 by ICCS

Add new Tool - Property Combo

Tool id: INephrobIastoma (Wilms) Oncosimulator v
Property id: sample_property_1 v
Value: |100|

| Add Tool - Property Combo |

| Repository Home | | Logout |

IAPETUS v0.1 by ICCS

Add new Parameter

Tool id: | Nephroblastoma (Wilms) Oncosimulator v

Name: |ce||_cyc|e_duration

Cell cycle duration of cells through the
Description: |phases of the active cell cycle (G1, 5,
G2, M-not including GO phase)

Data type: |number

Unit: |h

Data range: |1-50

Default value: |23

Is mandatory:
Is output:

Please give a comment about the Parameter
Comment:

Please give the semtype of the Parameter
Semtype:

Add Parameter

| Repository Home | [ Logout |
IAPETUS v0.1 by ICCS

Add new Task

Name: [Task 1

User id:

Tool id: lwepin- bl

(Wilms) Oncosimulator VI

Fileid: |wilms Binary v]

Date: lP\ease give the date of the Task |
Status: iFinished I

| Repository Home | [ Logout |

Figure 15: crudFunctions.html rendering forms for adding all remaining ltems
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IAPETUS v0.1 by ICCS

Edit/Delete Parameter Edit/Delete InstanceParameterSet
Tool id: | Nephroblastoma (Wilms) Oncosimulator v Person id:
Name: Icell_(.ycle_duration Instance id:
Cell cycle duration of cells through the Name: |samp|e_parameter set.xml
Descripﬁon: phases of the active cell cycle (¢G1, S, -
G2, M-not including GO phase)
Description:
Data type: |number |
Unit: |h | File type: Ixrnl |
Datarange:  [1-50 | Shalsum: |da39a3ee5e6b4b0d3255bfefo5601890afd80709 |

Default value: |23

l Update InstanceParameterSet I | Delete InstanceParameterSet

Is mandatory: |[No v
Is output: l Repository Home || Logout |
Please give a comment about the Parameter
S IAPETUS v0.1 by ICCS
Please give the semtype of the Parameter
Semtype: Edit/Delete Property
| Update Parameter H Delete Parameter Name: |samp|e _property_1
sample_property 1_description
| Repository Home H Logout | Description:

IAPETUS v0.1 by ICCS

Edit/Delete Task

sample_property_1_copmment
Comment:

Please give the semtype of the Property

Semtype:

| Update Property || Delete Property l

| Repository Home | | Logout |

Name: Isample_task_l

User id:

Tool id: | Nephroblastoma (Wilms) Oncosimulator V‘
Fileid: [ Wwilms Binary vl
Date: |P]ease give the date of the Task

| IAPETUS v0.1 by ICCS

Status: |ﬂnished

[ Update Task H Delete Task |

[ Repository Home | | Logout |

Edit/Delete Tool - Property Combo

Tool id: lwepiu bl (Wilms) Oncosimul v
Property id: sample_property_1 v
Value: ‘100 ‘

| Update Tool - Property Combo | | Delete Tool - Property Combo |

| Repository Home | [ Logout |

Figure 16: crudFunctions.html rendering forms for editing or deleting all remaining Items.

4.3.7 results.html

This template is linked to the “results” view. When a user gives a query about an item (as
explained in the previous template), this is the screen that presents the results. For each
retrieved result, a button with the entry’s ID is presented. If the user clicks on that, they are

redirected to the proper Edit/Delet

e form, to view, alter, download, or delete the retrieved

data. If there is no data, the user is prompted to try again by entering a different name to

query
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IAPETUS v0.1 by ICCS X i

€ ) @ | 147.102.5.194:8000/repository/results/File/2csrfmiddlewaretoken=WtCAJUrmr01fzn9)beP6A8Xcd ¢ Q

IAPETUS v0.1 by ICCS

Search has found these entries. Please choose one of them to edit/delete

Id Code [Name Description

Wilms Binary

‘ Repository Home Page H Logout ‘

Figure 17: results.html with query results

IAPETUS v0.1 by ICCS X IAPETUS v0.1 by ICCS X GE

LB  147.102.5.194: 8000/repository/results/Tool/?csrfmiddlewaretoken=iA0XuVfptKvxODrOLhGDxckt TPQACZYe&Query

Q Search

TIAPETUS v0.1 by ICCS

No entries found

Please enter another Name

| Tool/Model and Data Repository Home Page ‘ ‘ Logout ‘

Figure 18: results.html with no results
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5 Application Programming Interface (API)

5.1 Introduction

As it was described in D5.1, the framework that was used to develop IAPETUS’s API, was
Tastypie [4], a python framework that collaborates with Django in order to publish
information stored in database tables as JSON via RESTful web services. To that end, the
Django models are used to form “resource” objects by utilizing the results of certain queries
against the chosen models, which can be further tailored by applying additional filters.
These resources are the blueprints for creating the JSON representations. These services
also allow the user to add, alter or delete data from the base, or make queries via URLs

In the case of IAPETUS, eight tables were chosen to publish their data via JSON. Seven of
them pertain to the “items” described in the section 4.3.6. The eight table is the one that
holds the registered users. However, this resources is only limited to showing the first name,
last name, last login timestamp and the username of a user. Moreover, this services is
limited to administrators only.

5.2 Web services

5.2.1 Basic generic URL form

The generic URL for each web service is currently:
http://147.102.5.194:8000/repository/tool_app_api/X/Y/Z/?format=json where:

X = {user, tool, file, instance_parameter_set, parameter, property, task, tool_property}. It
refers to a specific table, by using the registered name of its corresponding resource. If X is
not given, then Y and Z must also not be given, otherwise the request will return a http 404
error (page no found)

” "

Y = {“schema”, “set”, 1, 2, 3, ... n, n€ N }. This variable refers to the row or rows that are
requested. Depending on the value, one of the following things can happen:

* |f a number is given, then the JSON data referring to the specific table row are
returned. If no entry is found, then an empty string is returned.

* If the word “schema” is given, then the response will contain information about the
table’s fields and the list of allowed http methods.

* If noargument is given then all the rows will be returned to the user.

* If the word “set” is given, then the user must utilize the Z variable, in order to specify
the beginning and the end of the requested set of rows.
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Z = {"download”, a;b;c;... : a,b>0 }. This variable is usable only when Y="set”, or if X is a
resource that is linked to a model that serves files and Y is a unique row ID. Otherwise the
use of it in any URL will cause a “page not found” error (http 404).

* |f the value is “download”, then the file, whose source is located at the path that is
contained in the stores table data, is served for download.

* |f a set of numbers is given, then for each of the numbers, representing unique row
ID’s, the system will either fetch the stored data in JSON format, or will return a

JSON entrly "not_found": ["x1", "x;",

"x»"] where X1, X, ..., Xn are numbers that do

not correspond to row entries.

5.2.2 List of web services

tool_app_api/
Description This method returns all the information about the API’s resources
URL http://147.102.5.194:8000/repository/tool _app_api
Encoding application/x-www-form-urlencoded

HTTP Method

GET

Parameters

?format=json (required)

Returns

200 OK & JSON object

400 http status code if bad request

401 http status code if no oAuth token inside HTTP header

403 http status code if oAuth token not verified

500 http status code if internal server error

HTTP Header

Name: Authorization Value: OAuth <OAuth2.0
access token>

Json Response

A list of JSON objects, one for each different APl resource that has the resource’s name as a key and
a nested JSON object as value. The nested JSON object contains key-value pairs for the URL that
returns the entire list of data and the resource’s schema

Table 1: Description of the tool_app_api/ service

tool_app_api/X/

Variable X ={user, tool, file, instance_parameter_set, parameter,
property, task, tool_property}
Description This method returns the entire list of the contents of the table
which corresponds to the resource’s name given as value of X
URL http://147.102.5.194:8000/repository/tool _app_api/X
Encoding application/x-www-form-urlencoded
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HTTP Method GET
Parameters ?format=json (required)
Returns 200 OK & JSON object

400 http status code if bad request

401 http status code if no oAuth token inside HTTP header

403 http status code if oAuth token not verified

500 http status code if internal server error

HTTP Header Name: Authorization Value: OAuth <OAuth2.0
access token>

Json Response

A list of JSON objects, one for each table row. Each object contains a set of key-value pairs. Each key
is the table column name, and each value is the value stored into the repository. An additional pair is
included in that set which pertains to the object’s unique URL within the API

Table 2: Description of the tool_app_api/X/ service

tool_app_api/X/schema/

Variable X ={user, tool, file, instance_parameter_set, parameter,
property, task, tool_property}
Description This method returns the schema of the table which corresponds to
the resource’s name given as value of X
URL http://147.102.5.194:8000/repository/tool_app_api/X/schema
Encoding application/x-www-form-urlencoded
HTTP Method GET

Parameters ?format=json (required)

Returns 200 OK & JSON object

400 http status code if bad request

401 http status code if no oAuth token inside HTTP header

403 http status code if oAuth token not verified

500 http status code if internal server error

HTTP Header Name: Authorization Value: OAuth <OAuth2.0
access token>

Json Response

A list of JSON objects, explaining the resource’s allowed http methods for individual rows and the
table as a whole, default format, default limit of rows that are shown as results, the corresponding
table’s fields and the fields that can be used as query arguments. The objetc about the fields,
contains a set of nested JSON objcets, that have the table column’s name as key and a JSON object
with all the column’s properties (e.g. nullable, blank field, readonly, etc.) as a value.

Table 3: Description of the tool_app_api/X/schema/ service
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tool_app_api/X/Y/

Variables X ={user, tool, file, instance_parameter_set, parameter,
property, task, tool_property}
Y=(1,2,3,..n,nEN}
Description This method returns the stored data of the row with ID nuber
equal to Y, which belongs to the table that corresponds to the
resource’s name given as value of X
URL http://147.102.5.194:8000/repository/tool_app_api/X/Y
Encoding application/x-www-form-urlencoded
HTTP Method GET
Parameters ?format=json (required)
Returns 200 OK & JSON object
400 http status code if bad request
401 http status code if no oAuth token inside HTTP header
403 http status code if oAuth token not verified
500 http status code if internal server error
HTTP Header Name: Authorization Value: OAuth <OAuth2.0

access token>

Json Response

If the value of the Y variable exists in the table as a row ID, then the responce will contain a set of

key-value pairs, that show the column names and the column values for that specific row, along with
the row’s contained object URL within the API.

If the value of Y does not exist in the database table, then the response is an empty string.

Table 4: Description of the tool_app_api/X/Y/ service

tool_app_api/X/Y/download

Variables X ={user, tool, file, instance_parameter_set, parameter,
property, task, tool_property}
Y={1,2,3,..n,nEN}.
Description This method serves for download the file, whos path is contained in the
row with ID nuber equal to Y, which belongs to the table that
corresponds to the resource’s name given as value of X
URL http://147.102.5.194:8000/repository/tool_app_api/X/Y/download
Encoding application/x-www-form-urlencoded
HTTP Method GET

Parameters ?format=json (required)

Returns 200 OK & JSON object

400 http status code if bad request
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401 http status code if no oAuth token inside HTTP header

403 http status code if oAuth token not verified

500 http status code if internal server error

HTTP Header Name: Authorization Value: OAuth <OAuth2.0
access token>

Response

A file is served for download to the user’s computer

Table 5: Description of the tool_app_api/X/Y/download service

tool_app_api/X/set/Z

Variables X ={user, tool, file, instance_parameter_set, parameter,
property, task, tool_property}
72 ={z21,22;...;Zn, 71,22,...,Zn € N }.

Description This method returns a set of the stored data for the rows whose
IDs are in the list that is the value of Z. These rows belongs to the
table that corresponds to the resource’s name given as value of X

URL http://147.102.5.194:8000/repository/tool_app_api/X/Y
Encoding application/x-www-form-urlencoded
HTTP Method GET
Parameters ?format=json (required)
Returns 200 OK & JSON object

400 http status code if bad request

401 http status code if no oAuth token inside HTTP header

403 http status code if oAuth token not verified

500 http status code if internal server error

HTTP Header Name: Authorization Value: OAuth <OAuth2.0
access token>

Json Response

Contains 2 key-value pairs: "not_found" and "objects"
For each of the values in the set of numbers given as the value of Z:
¢ If the row with that ID exists in the table, a JSON object that contains a set of key-value pairs,
that show the column names and the column values for that specific row, along with the
row’s contained object URL within the APl is added to the object that acts as the "objects"
value.
* If the row with that ID does not exist, then the number is added to the list that acts as the
"not-found" value

Table 6: Description of the tool_app_api/X/Y/ service
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5.2.3 Making queries through foreign key relations

Certain resources, just like the models and, by extension, the database tables they are
linked to, have some foreign key relations to other resources. These relations can be
expressed in the web service URLs with an extra parameter that has the following format:

?A_ B=C (1)
where:

* Ais the name of the foreign key field of resource that we are requesting data from
* Bisthe name of a field in the related table

* (Cisthe queried value of B.

With that in mind, the following table of the variables X,A is given below, that effectively
demonstrates all foreign key relations. It must be noted that this parameter can be used
with the tool_app_api/X service.

Value of X Values of A
file tool_id
parameter tool_id
task user_id, tool_id, file_id
tool_property tool_id, property_id

Table 7: Foreign key relations between resources, that are used to formulate statements as in (1)

Example:

http://147.102.5.194:8000/repository/tool_app_api/file/?format=json&tool id_ name=Ne
phroblastoma%20%28Wilms%29%200ncosimulator has X="file”, A = “tool_id”, B = “name”
and C = “Nephroblastoma (Wilms) Oncosimulator”. This means that this URL will return a
JSON object containing information about all the files that refer to the tool/model named

“Nephroblastoma (Wilms) Oncosimulator”

5.2.4 Inserting, deleting or altering data

In order to communicate with IAPETUS for remotely inserting, altering, or deleting data,
URLs of the form http://147.102.5.194:8000/repository/tool_app_api/X  or
http://147.102.5.194:8000/repository/tool_app_api/X/Y must be used by the third party
application.

An http request must be made that will contain in its header, the OAuth access token, the
http method that the request wants to be executed (POST, PUT, PATCH, DELETE) and the
actual data to be uploaded in JSON format. If a file is to be uploaded, its path should be
included in the JSON data, but an additional header element is needed.
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Sending data with POST
Variables X ={user, tool, file, instance_parameter_set, parameter,
property, task, tool_property}
Description This method sends a JSON object of data and they are inserted the
table that corresponds to the resource’s name given as value of X
URL http://147.102.5.194:8000/repository/tool_app_api/X
Encoding application/json
HTTP Method POST
Returns 201 CREATED
400 http status code if bad request
401 http status code if no oAuth token inside HTTP header
403 http status code if oAuth token not verified
500 http status code if internal server error
HTTP Header Name: Authorization Value: OAuth <OAuth2.0
access token>
Json Data Object
It must contain a set of key-value pairs. The keys must be the names of the fields of the model that is
linked to resource whose name it the value of X. The values must contain the actual data to be
places into the repository, to create a new entry

Table 8: Description of the web service for POST

Updating data with PUT

Variables X ={user, tool, file, instance_parameter_set, parameter,

property, task, tool_property}
Y={1,2,3,..n,nEN }

Description This method sends a JSON object of data to update the row, the ID
of which is equal to the value of Y, that resides within the table
that corresponds to the resource’s name given as value of X

URL http://147.102.5.194:8000/repository/tool _app_api/X/Y
Encoding application/json
HTTP Method PUT
Returns 204 NO CONTENT if update is successful

400 http status code if bad request

401 http status code if no oAuth token inside HTTP header

403 http status code if oAuth token not verified

500 http status code if internal server error

HTTP Header Name: Authorization Value: OAuth <OAuth2.0
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access token>

Json Data Object

It must contain a set of key-value pairs. The keys must be the names of the fields of the model that is
linked to resource whose name it the value of X. The values must contain the actual data to be
placed into the repository, to replace the existing entry.

Table 9: Description of the web service for PUT

Partial entry update with PATCH

Variables X ={user, tool, file, instance_parameter_set, parameter,

property, task, tool_property}
Y={1,2,3,..n,nEN}

Description This method sends a JSON object of data to update part of a row,
the ID of which is equal to the value of Y, that resides within the
table that corresponds to the resource’s name given as value of X

URL http://147.102.5.194:8000/repository/tool _app_api/X/Y
Encoding application/json
HTTP Method PUT
Returns 202 ACCEPTED if update is successful

400 http status code if bad request

401 http status code if no oAuth token inside HTTP header

403 http status code if oAuth token not verified

500 http status code if internal server error

HTTP Header Name: Authorization Value: OAuth <OAuth2.0

access token>

Json Data Object

It must contain a set of key-value pairs. The keys must be the names of the fields of the model that is
linked to resource whose name it the value of X. The values must contain the actual data to be
placed into the repository, to replace the existing entry.

Table 10: Description of the web service for PATCH

Deleting an entry with DELETE

Variables X ={user, tool, file, instance_parameter_set, parameter,

property, task, tool_property}
Y={1,2,3,..n,nEN}

Description This method deletes a row, the ID of which is equal to the value of
Y, that resides within the table that corresponds to the resource’s
name given as value of X

URL http://147.102.5.194:8000/repository/tool _app_api/X/Y
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Encoding application/json
HTTP Method PUT
Returns 204 NO CONTENT if update is successful

400 http status code if bad request

401 http status code if no oAuth token inside HTTP header

410 GONE if the deleted entry is re-requested

403 http status code if oAuth token not verified

500 http status code if internal server error

HTTP Header Name: Authorization Value: OAuth <OAuth2.0
access token>

Json Data Object

It must contain a set of key-value pairs. The keys must be the names of the fields of the model that is
linked to resource whose name it the value of X. The values must contain the actual data to be
placed into the repository, to replace the existing entry.

Table 11: Description of the web service for DELETE

5.2.5 OAuth 2.0

The aforementioned web services need an OAuth 2.0 access token to operate. So, before an
application calls a part of IAPETUS’s API, they must first call the following web service to
receive a limited access token, which must include in their request headers.

tool_app_api/oauth2/access_token

Description This method provides an access token to the requesting party, which is
used
URL http://147.102.5.194:8000/repository/tool_app_api/oauth2/access token
Encoding application/json
HTTP Method POST
Returns 200 & JSON object
400 http status code if bad request
500 http status code if internal server error

POST data

The sending data muct contain five variables: the client’s ID, the client’s secred ID, the grant type of
the requested data, and the client’s username and passowrd

Json Data Object

This object contains the access token, its scope (read, write, etc.), the time that the token is valid
and a refresh token.

Table 12: Description of the tool_app_api/oauth2/access_token
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6 Evaluation results

Near the end of the project, a number of workshops were conducted by ICCS (described in
deliverables 9.4 and 10.3). In these workshops, the entire work done in the context of the
project was presented and IAPETUS was fully demonstrated. Then, the participants were
given instructions in the form of a small documentation for IAPETUS and they were
informed to visit http://www.ehealthserver.com/mha/ where questionnaires about the

repositories and the Nephroblastoma use case were uploaded. In this section, we will only
focus on the repositories questionnaire, which was answered by 21 people.

WEB APPLICATION — TOOL/MODEL AND DATA REPOSITORIES Rating (1 low, 5 high)
(software quality characteristics) 1 2 3 4 5

Can this web application store models?

Can this web application store model attributes? (parameters, etc.)

Can this web application store data to use with the models?

Functionalit
¥ Can this web application search and present stored data?

Can this web application retrieve data in files?

Can this web application alter its stored data?

How quickly does the repository respond to the user requests?

Efficiency Is the application comprehensible?

Is support of a technical person needed in order to use this application?

Do you know other similar application? If yes, is this tool better than the

Compatibilit
OMPAtOTY 1 o ther you know?

Can you comprehend the application’s functionalities?

Can you learn to use the application easily?

Usability Can you use the application without much effort?

Does the interface look good?

Does the interface provide all required information?

Have most of the faults in the software been eliminated over time?

Reliability Is the software capable of handling errors?

Can the services resume working & restore lost data after failure?

Portability Can the web application be easily accessed from any pc?

Are data accessible only to authorized users?

Security Do you think the uploaded data are secure?

Does the system prevent unauthorized access?
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Maintainabilit | Can the software be tested easily?

Y

How accurate and complete is the software for the intended use?

Quality in use | goal?

Does the software improve the time or reduce resource for the intended

Does the software satisfy the perceived achievement of pragmatic goals

Can the software harm people in the intended contexts of use ?

Table 13: Tool/Model and Data repository evaluation questionnaire.

In the beginning of the questionnaire, there was also a form with general questions:

Nephroblastoma: Model Repository

Evaluation

(General Questions)

Gender?
O Male
O Female

O Prefer not to say

Age?

O <20
O 20-35
O 36-45
O 46-55
O 56-65
QO >65

Highest level of education?
O No Academic qualifications

O Elementary school

O Vocational qualification

O Higher degree

Have you ever had a job in healthcare?

O Yes as a Provider (e.g. nurse, doctor, etc.)

O Yes as a Researcher (e.g. university, public health, etc.)

O Yes as Other (e.g. hospital manager, health charity, pharmacist, etc.)

O No

Do you have any long term health conditions?
O No

[ prefer not to say

[] piabetes

[ Asthma

[ Fibromyalgia

[ Effects of stroke

[ Epilepsy

[ HIV/AIDS

[ Glaucoma

[ Problems related to alcohol or drugs
[ cancer

[ Bowel disorder

[ Thyroid condition

[ urinary incontinence

[ cataracts

[ sexually transmitted disease

P —

How would you rate your computer skills?

12 3 456 7 8 9 10

Novice O

) Expert

Are you a member of any of the following social networking services?
[ Facebook

[ Twitter

[ Linkedin

[ Google+

O xiNe

S —

Have you ever particij d in other MyHealth

project surveys?

Where have you heard about MyHealthAvatar before?

O The media (e.g. newspaper, radio, television)
he Internet (e.g. news article, Google)

he hospital (e.g. GP)

O Word of mouth (e.g. friend or relative)

eeting, workshop (e.g. presentation)

O Survey invitation (e.g. e-mail)

Have you ever heard anything about Electronic Health Records (EHR)?
An Electronic Health Record (EHR) is an evolving concept defined as a systematic collection of electronic
health information about individual patients or populations

O Yes

O No

Figure 19: General questionnaire.

For each of the questions, the results percentages were calculated into pie graphs:
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Gender

Highest level of education

No (blank)
Academi 5%
c
qualifica
tions
9%

Have you ever had a job in
healthcare

Yesasa
Research
er (e.g.
universit
Yy, public
health,
etc.)
38%

a
5%
Thyroid
condition
9%

High blood
pressure,
Anxiety or
depression,
Thyroid
condition
5%

Do you have any long term medical
conditions?

Fibromyalgi

High blood
pressure

=9 Migraine
(o]

headaches
5%
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How would you rate your
computer skills (1-10)?

Are you a member of the following
social networking services?

Have you ever participated
in other MyHealthAvatar
Surveys?

Word of Where have you heard about

mouth (e.g. 5
friend or MyHealthAvatarBefore?
relative)

19%

The
Internet
(e.g. news
article,
Google)
10%

Have you ever heard anything
about Electronic Health
Records (EHR)?

Can this web application store models?
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Can this web application store
model attributes? (parameters, etc.)

Can this web application store
data to use with the models?

Can this web application search
and present stored data?

Can this web application retrieve
datain files?

Can this web application alter its
stored data?

How quickly does the repository
respond to the user requests?
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Is the application Is support of a technical person
comprehensible? needed in order to use this
application?

Do you know other similar application? If yes,
is this tool better than the other you know?

Can you comprehend the Can you learn to use the
application’s functionalities? application easily?
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Can you use the application
without much effort?

Does the interface look good?

Does the interface provide all
required information?

Have most of the faults in the
software been eliminated over
time?

Is the software capable of handling
errors?

Can the services resume working
& restore lost data after failure?
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Can the web application be easily
accessed from any pc?

Are data accessible only to
authorized users?

Do you think the uploaded data are
secure?

Does the system prevent
unauthorized access?

Can the software be tested easily?

How accurate and complete is
the software for the intended
use?
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Does the software improve the Does the software satisfy the
time or reduce resource for the perceived achievement of
intended goal? pragmatic goals?

Can the software harm people
in the intended contexts of use?
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Appendix 1 — Abbreviations and acronyms

API Application Programming Interface
CRUD Create, Read, Update and Delete
GUI Graphical User Interface

HTML HyperText Markup Language

HTTP HyperText Transfer Protocol

JSON JavaScript Object Notation

REST REpresentational State Transfer

VPH Virtual Physiological Human
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