CHIC End User Agreement

(Version 1.0, March 2014)
between
the Center for Data Protection ("CDP")

Rempart de la Vierge, 5, Namur, Belgium 5000

hereinafter “CDP”

and

Foundation for Research and Technology — Hellas (FORTH)
{"CHIC end user™)

N. Plastira 100, Vassilika Vouton, 70013 Heraklion, Greece
(address and country of establishment)

Individually referred to as a “Party” or collectively referred to as the “Parties”.

Preamble

The Computational Horizons In Cancer (CHIC) project is a EU-financed FP7 project that aims to
create an infrastructure for the development of a number of integrative multiscale cancer models and
hypermodel oncosimulators. These will be clinically adapted and partly validated, a process which will
involve sharing of clinical and genomic data of patients within the project. At the same time each of the
partners recognises as a priority the imperative need to respect the fundamental interests and rights of
patients, including the need to preserve the security and privacy of personal data involved in the
project.

Therefore the Infrastructure of CHIC is embedded in the CHIC Data Protection Framework, which
guarantees compliance with current Européan data protection legislation, primarily by de facto
anonymising the patient data. Due to the diverse participation of researchers in the project, it is of high
importance to process patient data in compliance with all applicable laws and regulations, including
without limitation, privacy and medical secrecy laws apglicable to the activities of the parties.

To fulfil the objectives of the project, the data will be de-identified, using secure state of the art
pseudonymisation/de-identification tool (eg, CATS), on-site by the respective data providers to the
project, before it is subject to a second round of encryption by the Center for Data Protection (CDP)
and transferred to secure, access-controlled data repositories within the CHIC infrastructure. The CDP
will transfer the original (data provider) code to an independent trusted third party, and the latter alone
will retain the pseudonymisation key (cross table) needed to link the double-encrypted CHIC data set
to the initial deidentified data sets provided by the data providers. This shall enable the project’s
partners to exchange patient data as end users, within a closed community, in which each of the
partners is contractually bound to implement all necessary technical and organisational safeguards to
protect the data. Pursuant to the CHIC description of work, the CDP operates as the central data
controller for the CHIC infrastructure.



This agreement is needed to state the conditions and obligations under which the CHIC end-users
(scientific and fechnical partners, including modellers and tool developers) will process data within the
said infrastructure.

Clause 1: Definitions

For the purposes of this agreement, the terms used in these clauses shall have the same meaning as
aiftributed to them in the General Framework Terms in Annex A to this agreement.

Clause 2: Scope and responsibility

1. This Agreement sets out the terms and conditions for the CHIC technical partners, including
modellers and component developers working in the project (end users) to access, use, and
share patiept data-within-the CHIC-infrastructure.

2. The CDP is responsible as data controller for the management of the CHIC infrastructure,
while the CHIC end user is responsible for the data it accesses and uses from the
infrastructure within its own organisation.

Clause 3: Obligations of the CDP
The CDP warrants and undertakes:

1. to grant to the end user a non-exclusive right to access and use the data in the CHIC data
infrastructure (hereinafter the CHIC data) for the purposes of the end user's work within the
CHIC project, subject to the provisions of this agreement;

2. that it is entitled to grant access to the CHIC data to the end user as aforesaid;

3. to put in place procedures to ensure that prior to transfer to the CHIC infrastructure, CHIC
data are collected and processed in accordance with the laws applicabie to the data provider,
including by entering into the ‘CHIC Data Provider Agreement’ with relevant data providers;

4. to have in place appropriate technical and organisational measures to protect patient data
within the CHIC infrastructure against accidental or unlawful destruction or accidental loss,
alteration, unauthorised disclosure or access, including by entering the ‘CHIC Trusted Third
Party Agreement’ with the CHIC TTP.

Clause 4: Obligations of the CHIC end user
The CHIC end user warrants and underiakes:

1. to process the CHIC data in compliance with applicable data protection regulation and the
terms of this agreement; and where it cannot provide such compliance for whatever reasons, it
agrees to inform promptly the CDP of its inability to comply, in which case the CDP is entitled
to suspend access to the data and/or terminate the contract;

2. to process the CHIC data only for the purposes of its work within the CHIC project;

3. that it has implemented and follows appropriate technical and organisational security
measures to protect the CHIC data against misuse and loss (including without limitation the
measures stated in Annex B to this agreement), in accordance with the requiremenis of
relevant provisions of European data protection law, and in particular Article 17 of the Data
Protection Directive 95/46/EC or any subsequent provision in an EU instrument that may re-
enact or replace the same;

4. that it will ensure that where CHIC data is stored within its own organisation, such data is
technically and organisationally separated from other data;
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that it will retain the CHIC data within a secure database or network system at such standard
as woulid be reasonably expected for the storage of sensitive/confidential data;

that it shall not attempt to identify any patient from the CHIC data either by external matching
of the data or by any other means;

that it shall not disclose or publish the CHIC data to any third party, which for the avoidance of
doubt includes any of its subcontractors or party with which it has an equivalent arrangement,

without seeking and obtaining the specific written autherization of the CDP;

that in the event of inadvertently identifying any patient, it will notify the CDP immediately

10.

11.

12.

13.

14.

setting out (in reasonable detail) the circumstances by which this occurred. in'such'acase it ~ =

further undertakes not to make any use of the identifying information for any purposes and to
take all necessary steps to protect the interests of the patient including so far as possible
restoring the de-identified status of the patient;

to ensure that each of its employees who has contact with the CHIC data is made aware of,
and will be bound by, the terms of this Agreement, and such an employee will complete Annex
C to this Agreement;

to inform the CDP immediately, should the CHIC data, while in the hands of the end user be
threatened with seizure or confiscation through bankruptcy or settlement proceedings, or
through any other circumstances including the actions of a third party.

that if it becomes aware that it is necessary or desirable, in the exceptional circumstances
identified Annex A to this agreement, for the CHIC data to be re-linkéd to the data subject it
shall contact the CDP only, so that the latter can initiate the re-identification process with the
help of the Trusted Third Party that holds the key to link the de-identified data sets in respect
of the subject concerned;

to deal promptly and properly with all inguiries from the CDP relating to its data processing
and data security measures;

that upon reasonable request by the CDP, it will submit its data processing facilities, data files
and documentation needed for reviewing, auditing and/or certifying by the CDP (or any
independent or impartial inspection agents or auditors, selected by the CDP and not
reasonably objected to by the CHIC end user) to ascertain compliance with the warranties and
undertakings in these clauses, with reasonable notice and during regular business hours. The
same obligations apply in case a supervisory authority demands auditing;

to provide the CDP with contact details of the person responsible for data protection in its
organisation;

Clause 5: Cooperation with supervisory authorities

1.

The CDP agrees to deposit a copy of this contract with the supervisory authority if it so 4
requests or if such deposit is required under the applicable regulation.

The parties agree that the supervisory authority has the right to conduct an audit of the CHIC
end user which has the same scope and is subject to the same conditions as would apply to
an audit of the CDP under the applicable regulation.
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Clause 6: Liahility and indemnity

M

Each party shall be liable to the other party for damages it causes by any breach of these
clauses. The parties agree that if one party is held liable for a violation of the clauses
committed by the other party, the latier will, to the extent to which it is liable, indemnify the first
party for any cosf, charge, damages, expenses or loss it has incurred. Indemnification is
contingent upon:

the parties promptly notifying each other of a claim; and
each party is given the possibility to cooperate in the defence and settlement of the claim.

The parties agree that each party shall be liable for patient's damages it caused by any
negligent violation of data protection legislation or any analogous provisions of national or
international law.

Clause 7: Penalty

The parties agree that subject to the exception in clause 7.3 below, a party in wilful or
negligent breach of clause 3 or 4 of this agreement shall pay a penalty of 10.000 (ten
thousand) EUR. The enforcement of this clause shall be subject to the finding of wilfulness or
negligence by the court under Clause 9 below.

The penalty shall be paid to the CHIC Consortium and can be used for specific project
purposes which will be determined by the Consortium. A user account approved by the whole
CHIC Consortium will be supplied for this purpose.

In the event that the breach or series of breaches does not lead to the identification of any
data subject, then provided that the party in breach timeously corrects the breach in
accordance with the terms of clause 8.2 below, it shall escape the liability set cut in this
clause.

The above provision shall be without prejudice to the parties’ right to terminate the contract, to
seek compensation for damages or to enforce any claims under this agreement.

Clause 8: Termination and obligations of the parties after the termination

1.

This agreement will terminate, if not ofherwise superseded or amended by new provisions
extending it, at the latest by 31st March 2017.

in case of breach of clauses 3 or 4 by one of the parties, the other party is entitled to give
written notice requiring the party in breach to be repair the breach within 72 hours, after which
time if the breach remains outstanding it may terminate this agreement.

Without prejudice to the foregoing provisions, any party may terminate this agreement for
good cause, giving the reason for such termination.

Each party shall inform the other party by prior written notice in case of termination of the
agreeament.

The parties agree that on the termination of the provision of data processing services, the
CHIC end user shall, at the choice of the CDP, return all the CHIC data and the copies thereof
to the CDP or shall destroy all the data and certify to the CDP that it has done so, unless
legislation imposed upon the CHIC end user prevents it from returning or destroying all or part
of the data transferred. In all cases, the CHIC end user warrants that it will continue to
guarantee the confidentiality of the data and will no longer actively process the data.

Clause 9: Governing law and Jurisdiction, miscellaneous

1.

This agreement shall be governed by Belgian Law. The courts of Brussels/Belgium shall have
exclusive jurisdiction. This shall also apply to disputes on the validity of this clause.
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Changes and amendments to this agreement shall require written agreement signed by the
parties and an explicit statement that they represent a change or amendment to these
conditions. The same applies to the waiving of this formal requirement.

If any provisicn of this agreement shall be entirely or parily invalid or unenforceable, this shall
not affect the validity and enforceability of any other provision. An invalid or unenforceable
provision shall be regarded as replaced by such a valid and enforceable provision that as
closely as possible reflects the privacy/security andfor economic purpose that the parties
hereto had purposed with the invalid or unenforceable provision.

Each person signing below and each party on whose behalf such person executes this
agreement warrants that hefshe, as the case may be, has the authority and the legal capacity
to enter into this contractual agreement and perform the obligation herein.

This agreement will enter into force on the effective date, ie. the date of the last binding

—-Signature-to this-agreement. . S e e

Made in two signed copies, each party having received its own signed copy. /

(Place,

Date)

S!@Pgma{

{Place,

Annex:

A.
B.
C.

Date)

General Framework Terms - version 1.0 (March 2014)
Technical and organisational measures
Access authentication form
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Annex A

’the ‘data; prowder is thus obl;ged to enstire the confrdent;ahty at
Obllgattons are deflned by the contractuai agreements concluded ‘:‘_; i

recenved wa CHI_C to any thlrd person outssde of ¢

These General Framework Terms are applicable to the CDP {as a legal persony, the CHIC TTP, the
CHIC data providers and the CHIC end users.
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.End User Agreement the data
m‘regarded as (de facto) anonymous data only.

such persuns shaﬁ be req:uaré_
of the End User Agreem_ :

o ensure ful! cor
r& and repositories:
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Dat:
pro G , G
processmg and the fu!fiimen - of the: obli

patlents

Sor Sﬁ“é“ meah

reference to an tdentif:catlon number oF . to One or mere factors specn‘lc ‘o hlsiher physrcal
physrologlcai mental -£conomic, cultura! or social’ !dentlty As a rule the patient, whose data are
coﬁlected and processed for CHiC w‘i-l be_the data subject when h|s/her personal ciata are processed;

Pub!:sh

Purpose

The purposes for processlng- e_f personal data must be adequate relevant and n(at excesswe m
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To secureiy detdentn‘y a data set means to employ a state of the art deldentlﬂca’uon tool whnch
replaces the patient's hame and other sdenttfysng characteristics with a coded label and performs’ such
further appropriate operations ‘(eg, suppressing and/for. perturbmg other dataset -values) in order to
preclude reidenf}fucatzon af the patlent orto render such reidentiﬂcaf;on dlsproportlonately dlfﬁcuit

in {‘)‘H!C the hospltai/;nvestlgaior acting as da’ta prowders wsli carry out deidentiification’ on-snte before
sending deidentified patient data to CHIC the data will then be ‘subject to a further round-of eficryption
by the CDP ';:prlor ta transfer to the CHiC infrastructure. Ha ing regard to the state of the‘art and the
fcosi: of rthelr V!mplementataon such measure:s, sha!l ensure:a {evei of secunty appmpr:ate to the nsks

Storage of
af’ processmg s achiev
data must be rendered

¢ availability c;:i‘bn:tr@l;
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Th:rdParfy . PR

A third party is a- hatural or 1egai person pubilc authonty agency or any other body other th,an tﬁe
‘patient, the controller, the processor or persons who, under the direct authority of the controlfer or the.
processor, are authorised to process the data. With regard to CH!C third pariies will be all the other
persons and bodles who have no autherlsatlon frorn ihe CDP to process the data

Transfer

Transf@r of data means the transmlssmn of OHIG data from one data con’cfolter'to another

__.._._________The rgle_' Ty

authorlty,
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Annex B

Technical and organisational measures
{Version 1.0, March 2014) ‘

The CDP and the CHIC end user will take appropriate technical and organisational measures to
protect the CHIC data against misuse and loss, in accordance with European data protection rules,
including all necessary and reasonable precautions:

to prevent unauthorised persons. from gaining access to data processing systems with which

__the data are processed or used (physical access control),

to prevent data processing systems from being used without authorisation {denial of use
control),

to ensure that persons entitled to use a data processing system can gain access only o the
data to which they have a right of access, and that the data cannot be read, copied, modified
or removed without authorisation in the course of processing or use and after storage (data
access control},

to ensure, including through use of secure encryption, that the data cannot be read, copied,
modified or removed without authorisation during electronic transmission, transport or storage
and that it is possible to examine and establish to which bodies the transfer of personal data
by means of data transmission facilities is envisaged (data transmission control),

to ensure that it is possible retrospectively to examine and establish whether and by whom the
data have been inputted into data processing systems, modified or removed (input control),

to ensure that the data being processed on commission are processed solely in accordance
with the directions of the controller (contractual control},

to ensure that the data are protected against accidental destruction or loss {availability
conirol),

to ensure that other {non-CHIC) data collected for different purposes is processed separately
{separation rule).
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Annex C

ACCESS AUTHENTICATION FORM

(Version 1.0, March 2014)

I, the undersigned >Y ...... y@ ﬁ’bmg\ﬂaj ..... , (title ) born  on the

A Qe L7240 A2,

-and.-working--on--the-project -called--CHIC -on

(OCR S T e s

behalf of ....... ‘?GQTH ............. {name of relevant CHIC partner institution) declare by this

Access Authentication form, | am authorised to have access to the CHIC data.

| have read, | understand and | agree to chserve the conditions as stated in the agreement as well as
the General Framewark Terms - which forms a part of this document (Version 1.0, March 2014),

| understand that two original copies of this agreement will be produced and wilt be kept by me and the

CDP respectively.

Signature of employee;

Date and Place: 5/8/20/&1’%%61/%&0/ C"’U{@/ 6)@@_@6
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Annex C

ACCESS AUTHENTICATION FORM

{Version 1.0, March 2014}

I, the undersigned “ﬁé‘w{‘ IR ’v:.\.k .......... , (ttle ) born on the

51{@%{%‘6 "‘i'n.'.'?f.';ff:S;SCL;mei‘.\ées;::;éi‘miand'working' ontheproject called-€HIC-on-— — -~ - =~

behalf of .......... E_ Q. FLT-lE (name of relevant CHIC partner institution) declare by this

Access Authentication form, | am authorised to have access to the CHIC data.

| have read, | understand and | agree to observe the conditions as stated in the agreement as well as

the General Framework Terms - which forms a part of this document (Version 1.0, March 2014).

| understand that two original copies of this agreement will be produced and will be kept by me and the

CDP respectively.

Signature of employee: 7.

Date and Place: ........ Qﬁ.i..@.&(..SLQ.L"f.........r...!f(m.uiou . C&:—fa i C"‘Cdﬂd
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Annex C

... ACCESS AUTHENTICATIONFORM. .

(Version 1.0, March 2014)

I, the undersigned GEORGIOS ZACHARIOUDAKIS (Mr) born on the 22 APRIL 1978 in HERAKLION,
GREECE and working on the project called CHIC on behaif of FORTH declare by this Access
Authentication form, | am authorised to have access to the CHIC data.

| have read, | understand and | agree to observe the conditions as stated in the agreement as well as

the General Framework Terms - which forms a part of this document (Version 1.0, March 2014).

| understand that two original copies of this agreement wili be produced and will be kept by me and the

CDP respectively.

Signature of employee;

Date and Place: 28 JULY 2014 - HERAKLION, GREECE






Annex C

ACCESS AUTHENTICATION FORM

(Version 1.0, March 2014)

I, the undersigned SJ‘@!]“OS&“E‘“TW“‘LH (ite ) bormm on the
Qéjmf\?’(ﬂ-{' .n{'\e@\f—ﬁmwf@'rw{’_ and working on the project called CHIC on

behalf of FORTH declare by this Access Authentication form, | am authorised to have access to the
CHIC data.

I have read, | understand and | agree to observe the conditions as stated in the agreement as well as

the General Framework Terms - which forms a part of this document (Version 1.0, March 2014).

| understand that two original copies of this agreement will be produced and will be kept by me and the
CDP respectively.

Signature of employee: .. \&. ST

Date and Place: ... 38/ ¢ %/ 2014....,. herpelien Geece






Annex C

o AGCESS AUTHENTICATION FORM

{Version 1.0, March 2014)

i, the undersigned ELE’ETH&Q%O’%EONTOPGMS (title ) born on the
QL«G‘W@*‘"@’@? lnAT%N§~C’ﬂQf£C‘f and working on the project called CHIC on

behalf of FORTH declare by this Access Authentication form, | am authorised to have access {o the
CHIC data.

I have read, | understand and | agree to observe the conditions as stated in the agreement as well as

the General Framework Terms - which forms a part of this document (Version 1.0, March 2014).

I understand that two original copies of this agreement will be produced and wiil be kept by me and the
CDP respectively.

Signature of employee: _............

A - 0T~ 9o iU derAclion

Date and Place: ..






Annex C

-ACCESS AUTHENTICATION FORM .

{Version 1.0, March 2014)

I, the undersigned ....(37.&0.\‘.{_ xBQnQJKQ-V\\\L\;, {title Mi’) born on the
04 / f}u/l?ﬁr‘ﬁ in....é?.\?‘s,\..sﬁ*:«.\b.t...(i\“.ﬁ.(iﬁu& and working on the project called CHIC on

behalf of FORTH declare by this Access Authentication form, | am authorised to have access to the
CHIC data.

1 have read, | understand and | agree to observe the conditions as stated in the agreement as well as

the General Framework Terms - which forms a part of this document (Version 1.0, March 2014).

I understand that two original copies of this agreement will be produced and will be kept by me and the
CDP respectively.

Signature of employee: ...

Date and Place: HEJ’G\\JAQ;L%M,C{(:S\'*?—B%/OQ XM






Annex C

ACCESS AUTHENTICATION FORM

(Version 1.0, March 2014)

I, the undersigned Eleftheria Tzamali (title ) born on September 8™, 1975 in Athens and working on the
project called CHIC on behalf of FORTH declare by this Access Authentication form, 1 am authorised
to have access to the CHIC data.

| have read, | understand and | agree to observe the conditions as stated in the agreement as wel as

the General Framework Terms ~ which forms a part of this document (Version 1.0, March 2014}.

| understand that two original copies of this agreement wiil be produced and will be kept by me and the
CDP respectively.

Signature of employee: ‘%H\/

Pate and Place: 29/07/2014, Heraklion-Crete






Annex C

ACCESS AUTHENTICATION FORM

(Version 1.0, March 2014)

I, the undersigned /@M) ...... § Q—,‘“/'ICQ/ZP) ....... , ftile ) bom on the
ZZ&M%/% m/qm -and-working -on the-project -called-CHIC on -
behalf of .1~ O[£7—’7’“ ............... {name of relevant CHIC pariner institution) declare by this

Access Authentication form, | am authorised o have access to the CHIC data.

| have read, | understand and | agree to observe the conditions as stated in the agreement as well as

the General Framework Terms - which forms a part of this document (Version 1.0, March 2014).

| understand that two original copies of this agreement will be produced and will be kept by me and the
CDP respectively.

Signature of employee: .......5

Date and Place: %/Z/ 20/ éj .......... /7/5"/@-/( Z/J7
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