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Abstract— In this paper, we propose a novel crypto-
watermarking system for the purpose of verifying the
reliability of images and tracing them, i.e. identifying the
person at the origin of an illegal distribution. This system
couples a common watermarking method, based on
Quantization Index Modulation (QIM), and a joint
watermarking-decryption (JWD) approach. At the emitter side,
it allows the insertion of a watermark as a proof of reliability of
the image before sending it encrypted; at the reception, another
watermark, a proof of traceability, is embedded during the
decryption process. The scheme we propose makes interoperate
such a combination of watermarking approaches taking into
account risks of interferences between embedded watermarks,
allowing the access to both reliability and traceability proofs.
Experimental results confirm the efficiency of our system, and
demonstrate it can be used to identify the physician at the
origin of a disclosure even if the image has been modified.

I. INTRODUCTION

The rapid evolution of multimedia and communication
technologies offers new means of sharing and remote access
to patient data [1-2]. In particular, medical imaging is
already called to play important roles in applications like
telesurgery, telediagnosis and so on. But at the same time,
this ease of transmission and sharing of data increases
security issues in terms of [3]:

e Confidentiality, which means that only authorized
users can access to patient data.

e Availability, which guarantees access to medical
information in the normal scheduled conditions of
access and exercise.

e Reliability, which is based on: i) Integrity- a proof that
the information has not been altered or modified by
non-authorized persons; ii) Authentication- a proof of
the information origins and of its attachment to one
patient. Reliable pieces of information can be used
confidently by the physician.

Another security concern one must nowadays consider is
data traceability which aims at identifying the persons at the
origin of an information disclosure.

Among available security mechanism, encryption is
commonly used so as to ensure medical data confidentiality.
However, once decrypted, one piece of information is no
longer protected and it becomes hard to verify its integrity
and its origin. From this point of view, encryption appears as
an “a priori” protection mechanism. Watermarking has been
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proposed as a complementary mechanism to improve the
security of medical images [4]. When it is applied to images,
watermarking modifies or modulates the image pixels’ gray
level values in an imperceptible way, in order to encode or
insert a message (i.e. the watermark). Nowadays, different
approaches combine encryption and watermarking in order
to benefit of their complementarity in terms of a priori/a
posteriori protection. They mostly focus on copyright
protection, where the objective is to identify the person
(issuer or recipient) at the origin of an illegal distribution by
mean of a watermark (a fingerprint). Technically, four
categories of methods can be distinguished according to the
way watermarking and encryption are merged:

o “Watermarking Followed by Encryption” (WFE) [5]-

where watermark embedding is done before encryption.

o “Encryption Followed by Watermarking” (EFW) [6]-
these methods take advantage of homomorphic
encryption that allows inserting within an encrypted
image an encrypted watermark. This operation conducted
in the encrypted domain is like inserting the watermark
in the clear text.

“Joint Watermarking/Decryption” (JWD) [7]- where
fingerprint embedding is conducted during the
decryption process. This essentially reduces time
computing and complexity on the server side.

“Joint Watermarking/Encryption” (JWE) [8-9]- where a
watermark is embedded during the encryption process. It
allows verifying the image reliability in both encrypted
and spatial domains.

In this work, in order to ensure both reliability and
traceability of medical images, we propose to couple a
common watermarking method based on QIM (Quantization
Index Modulation) [10] with a JWD approach. Herein,
among possible JWD algorithms, we decided to work with
the LUT-based secure embedding scheme [7]. The system
we propose allows inserting two messages or equivalently
two watermarks: one before the encryption process
containing reliability proof of the image and the second
during the decryption process containing a traceability proof.
Due to the fact the second watermark insertion can interfere
with the first one, considering QIM, we establish the
constraints to verify so as to be able to extract both
watermarks and the security attributes they carry on.

The remainder of this paper is organized as follows. In
section II, we independently present QIM and the JWD
approach we use. We describe the proposed system in section
IIT and evaluate its performance through some experimental
on ultrasound images in section IV.

II. CRYPTOGRAPHIC AND WATERMARKING PRIMITIVES

A. Watermarking primitive: QIM
Quantization Index Modulation [10] relies on quantifying
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the components of one image according to a set of
quantizers based on codebooks in order to insert a message.
More clearly, to each message m; issued from a finite set of
possible messages M = {m;};—_ 4, QIM associates the
elements of a codebook Cp,, such as:

M

Substituting one component of the image by its nearest
element in the codebook Cyy,, thus allows the insertion of m;.
Let us consider a vector of image pixels X € N" and a
binary message, i.e.m; € {0,1}. In practice, to embed a
binary message m; within X, X is firstly projected on a unit
normal vector U € RN, U = [uy,...,u;, ..., uy], randomly
generated based on the watermarking key K,,. As depicted in
Fig. 1, the line engendered by U is then divided into non
overlapping intervals of equal size A/2, where A represents
the quantization step, a QIM parameter. To satisfy (1), each
interval is associated to a codebook Cp,. m; is then
embedded within X by moving it such that its projection on
U corresponds to the center of the nearest interval that
encodes m;. In this context, the codebook Crm, can be defined
as follows:

Cong 0 Cony = B, #j .

(@)

Consider p, the projection of X on U, the watermarked
version of X, i.e. X,,, is thus given by

Xw =X+ @xw —0IU . 3

where p,,, is the projection of X,, on U and which satisfies
Prxw = Qm;(Px) With @, (py) a function that determines the
nearest element of p, within Gy,

Let us consider X the received X,, a possible attacked
version of X,,. During the extraction step, the knowledge of
the interval (or the codebook) to which belongs the
projection Py of X on U is enough to identify the embedded
message. Thus, the detected m;, M, is given by:

sz{%%}zﬂk+mJDAkEZ}.
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Figure 1. Insertion of a binary message with the QIM

B. ST- DM Secure Embedding Scheme

This solution is a generalization of the Chameleon cipher
[11], the principle of which is as follows. Let us consider the
plaintext or clear text is constituted of bytes (e.g. grayscale
pixels). During the encryption operation, four entries of a
random look up table (LUT) are selected and then xored
with a plaintext component to obtain the ciphertext. The
decryption process is similar to that of encryption except that

the decryption LUT is different. This one is derived from the
encryption LUT by injecting errors in some entries. As a
consequence, the deciphered text will be slightly different
from the original text. This difference forms a fingerprint
that identifies the client or the receiver. The “ST- DM
Secure Embedding Scheme” we use follows this principle
[7]. It operates as follows. Let us consider a vector X of N
components (e.g. pixels). The server generates an encryption
LUT E of [ entries: [E[1],...,E[i], ..., E[l]] where E[i] is
also of N components randomly generated following a
Gaussian distribution V' (0, oz). To encrypt X, s entries of E
are secretly selected using a pseudo random generator
initialized with the encryption key K,. These entries are then
summed and added to X to obtain its encrypted version X,. If
we consider t; the selected entries, 1 < j <sand 1<t; <
l, from E to encrypt X, X, is then given by:

Xe=X+Xj-, E[t;] . )

The same encrypted version of X, X,, is then sent to each
client &, along with its decryption LUT D;. To build D,, the
server generates a watermark W) and combines it with the
encryption LUT E. Indeed, the i entry of Dy. is given by:

Dy [i] = —E[i] + W[i] . (6)

The jointly watermarking/decryption process is similar to the
encryption. Using K., the set of indices ¢; is generated. The s
entries of D, are summed and the result is added to X, for
giving access to the watermarked vector X, :

XW = Xe + Z;:l Dk[t]] .

= X+X Wl =X+wh . (D

where wk = ZJS-=1 Wi[t;]. So, the difference between the
encryption and the decryption LUTs allows the insertion into
X of a fingerprint w* that identifies the kt/ client.
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Figure 2. The different steps of our system (a) watermarking of the image;
(b) joint watermarking decryption of received image; (c) reliability and
traceability control.

III. DESCRIPTION OF THE PROPOSED SYSTEM

The purpose of our system is to ensure the confidentiality
of an image / through encryption and its reliability as well as
to trace its final user by means of watermarking. Here, we
assume that the practitioner “emitter” sends the same
watermarked/encrypted image to K, practitioners named as
“receivers”. As illustrated in Fig. 2, it relies on three main
procedures: protection, Joint Watermarking/ Decryption
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(JWD) and watermark detection. The first one allows us to
insert into an image / a message My This message contains
security attributes assessing the image reliability. The
obtained watermarked image 7, is then encrypted using the
encryption LUT E and the encryption key K.. The resulting
image, i.e. I, is then sent to the k" receiver along with its
decryption LUT Dy. At the reception of I,, the k" receiver
jointly decrypts and watermarks it into I¥ with the help of
JWD. I, contains thus the watermark M} that identifies the
recipient. Based on My and ME, it is thus possible to verify
the reliability of I¥ and to identify the physician who illegally
redistributes it, respectively. This system is however
operational if the insertion of M¥ does not interfere with M;.

A. Image Protection

As depicted in Fig. 2, this procedure is constituted of two
main steps: insertion and encryption. The first step allows
the insertion of a message M, into / using K,, and QIM
modulation (see section II.A). In the sequel, we consider M,
as a binary sequence: My = {by, ..., b;, ..., b, }, b; € {0,1}. To
do so, 1 is firstly splitted into m non-overlapping blocks of N
pixels {X;}i=1..m>» Xi = {P1, ..., Py}. One bit b; is inserted
into X; with QIM. The watermarked version of X, i.e. Xj,, is
thus given by (see Eq. 3)

Xiow = Xi + (paw —0IU .

where p;, = Qp,(p;) and p; = (X;, U).

X, is then encrypted using the encryption LUT E and K, as
described in section I1.B. As the image is encoded on d bits,
the encrypted version of X;, (X;.) is as follows (see Eq.5)

Xie = (Xi + X521 E[t;])mod 2¢ .

®)

®

The resulting watermarked encrypted image 1, is thus given
by: I, = {Xie}i=1,...,m~
B. JWD procedure

As seen in section II.B, for each receiver &, the emitter
generates a decryption LUT D, by adding to the encryption
LUT a watermark W, Wy = {W;[j]}j=1,. ., such as

W, ~N (0, g,,) (see Section I.B). The receiver k uses D and
K, to decrypt I,. Each block X, is decrypted using Eq. 7:

Xi,fi = (Xie + Z;=1 Dy [tj])mod 24

= (X; + M§)mod 2% . (10)

where X[ is the decrypted version of X,; and Mf =
Y5_1 Wilt;]. The watermark M{ is thus given by M{ =
{Mi},_, .- With this procedure, the main issue to be
considered is to guarantee that the watermark embedded

during the decryption process doesn’t modify M, This
imposes constraints on the generation of .

Choice of the watermark W - By definition, each bit b; of
M;is QIM embedded in the projection of X; on the vector U.
To read this bit after the JWD process, it is necessary to
ensure that the projection of X/ on U remains in the same
interval that encodes b, (see Fig. 3). As the projection of X%,
on U is given by:

(X5, Uy = (X, U) + (ME, U) . (11)

the distortion on U due to the insertion of M during the
decryption process is (MK, U). So, to guarantee that M;is not

modified by JWD, MK must satisfy:

(ME, Uy < A/4 . (12)

The ideal solution to minimize this distortion is to choose a
value of ME such as (ME,U)=0, ie. ME and U are
orthogonal, i.e.

Wi lj]1 = ;U where j=1,....[ . (13)

where U, is a vector orthogonal to U and §; represents the
magnitude of W, [J].

3
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U

Figure 3. Projections on U of the watermarked block X;,, and of its

decrypted version X5,.
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Figure 4. Detection of the watermark M¥ of the k&=100™ receiver (the 100"
over 200 possible receiver) at the origin of an illegal distribution in the
presence of additive white Gaussian noise attack of standard deviation o: a)
o =1,b) o = 10. Dotted line corresponds to a decision threshold computed
asin [12]

C. Watermark detection procedure

Extraction of My I¥ is firstly decomposed into blocks of N
pixels, {Xg;},_, . from which bits of M; are extracted.

Identification of the receiver at the origin of a disclosure-
As the detector, the emitter or a third party, has the original
image and its watermarked version, we opted for the non-
blind detection. This also offers a better tradeoff between
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robustness and image quality, due to the fact the original
image knowledge allows better isolation of the watermark.
The process we propose to follow consists firstly in
calculating the watermarks of the K, recipients, i.e.
{M{}y=1,. 1, as follows (see Eq. 10)

J=1 Weltj] - (14)
and by next the correlation between each watermark M} and
the difference W between 7, and the observed image /,, i.e.
W=I,-I,. The receiver of which the watermark has the
maximum correlation value and greater than a user defined
fixed decision threshold is considered at the origin of the
illegal distribution of /,. The threshold detection is computed
asin [12].

k — [k k —
M =M, e Mii =

IV. EXPERIMENTAL RESULTS AND DISCUSSION

Experiments were conducted on 100 8 bit depth
ultrasound images of 576x688 pixels. The performance of
our system are evaluated in terms of: capacity, watermark
imperceptibility and robustness of the watermark M¥.

Capacity: As one bit of the message M, is inserted per
pixel block, the number of bits one can insert into an image
depends on the size of the pixel blocks N and of the image.
In this experiment, considering N=8 leads to a capacity of
1/8 bit per pixel or equivalently to a message of about 49536
bits. This capacity is sufficient enough for the insertion of
some security attributes that will assess the image reliability.
For instance, M; may contain an authenticity code, which
identifies the image origin (e.g. about 1000 bits by
combining the French National Identifier with the DICOM
Unique Identifier [13]), and an integrity proof like the digital
signature of the image bit subset un-modified by the
watermarking process [14].

Distortion: As our algorithm introduces on the average
the same image distortion in each block of pixels, we
decided to use the Peak Signal to Noise Ratio (PSNR) to
measure the distortion between the image (/) and its
watermarked and deciphered version (I¥) [8]. Considering
A=8, the PSNR is greater than 44dB, an acceptable distortion
in the case of ultrasound images (see [14] for more details).
Notice that the image quality can be better preserved by only
watermarking some of image blocks.

Robustness of the watermark M¥: Unlike the message M;
that can be fragile so as to assess image reliability, the
watermark M} identifies the receiver k and should be robust
to malicious attempt to suppress it. Due to space limitations,
we only evaluate the robustness of M} against the Additive
White Gaussian Noise attack (AWGN). In this experiment,
we considered a scenario with K,=200 receivers and where
the 100™ receiver rerouted its decrypted image 13°° trying to
remove M°® that identifies him with the AWGN attack.
Figure 4 gives the detection results scheme obtained in the
case of two attacks of standard deviation ¢ = 1 and o = 10.
It represents the correlation values in-between the extracted
watermark and the watermarks of each of the 200 receivers,
i.e. M}, k=1..200 (see section III. C). As it can be seen, the
maximum correlation value is obtained for the 100™ receiver
in conformity with our scenario. Notice that the distortion
between the image I13°° and its attacked version, measured in
terms of PSNR is respectively of 48.14 dB and 28.12 dB for

o =1 and o = 10. In the latter case the image is strongly
degraded but we can still identify the dishonest user.

V. CONCLUSION

In this paper, we have proposed a new crypto-
watermarking system, which couples QIM based
watermarking and the Joint Watermarking Decryption
approach proposed in [7]. Its objective is to guarantee at the
same time the confidentiality of the image by means of
encryption and also to ensure the image reliability as well as
its traceability allowing the identification of the physician at
the origin of an illegal distribution of medical images. In
order to achieve this goal, we have shown the constraints to
satisfy in making interoperate watermarking and JWD and
minimizing interferences between their respective
watermarks. Experimental results show that the image
distortion is acceptable for ultrasound images and that the
JWD watermark used for user tracing is robust against
AWGN attack. Future works will focus on enhancing the
quality of the watermarked images.
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