
  

 

Abstract—Security of wireless body sensor networks (BSNs) 

with telemedicine applications remains a crucial issue. A family 

of novel biometrics schemes has been recently proposed for node 

recognition and cryptographic key distribution without any 

pre-deployment in BSNs, where dynamic entity identifiers (EIs) 

generated from physiological signals captured by individual 

sensor nodes are used for nodes to recognize each other. As the 

recognition performance of EIs determines the maximal 

performance that can be achieved in such biometric systems, 

several kinds of EI generation schemes have been proposed. The 

inter-pulse intervals based EI generation scheme is more 

promising for such applications in actual scenarios because of its 

acceptable recognition performance. However, it was found that 

such generated EIs by true pairs of nodes, i.e. two nodes from the 

same BSN, have some error pattern which could be considered 

while doing node recognition or key distribution for an improved 

success rate. To address the problem, this work proposes an 

error-correcting code based compensation method which can be 

easily combined together with the key distribution process to 

achieve an improved recognition performance. Results of 

statistical analysis with experimental data collected from 14 

subjects show that the bit difference between EIs from true pairs 

of nodes can be effectively reduced with the proposed method. 

I. INTRODUCTION 

Mobile health technology used to manage chronic and 

acute conditions will become ubiquitous across healthcare 

infrastructures. As a front-end platform for physiological data 

collection in mobile health systems, body sensor network 

(BSN) enables wireless communications between several 

miniaturized body sensor units and a single body central unit 

worn at the human body [1]. To protect the vital medical 

information from unauthorized usage for personal advantage 

or fraudulent acts, a family of novel biometrics methods [2-13] 

has been recently proposed to achieve automatic node 

recognition and cryptographic key distribution without any 

pre-deployment in BSN.  

Different from traditional biometrics, which refers to the 

automatic recognition of individuals based on their 

physiological or/and behavioral characteristics [14], the 

biometrics method concerned in this study is to make use of 
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the communication channels already available on or in the 

human body, i.e., the bio-channels, for securing wireless 

communications within BSN. To be brief, it is achieved by 

generating dynamic entity identifiers (EIs) from physiological 

data collected in real time at each node, which are then used 

for node recognition as well as key distribution. A biometric 

trait that can be used for securing BSN must be distinctive and 

time-variant. The trait should be sufficiently different on any 

two individuals when copies of it are captured simultaneously. 

At the same time, it should change with time and have a high 

degree of randomness so that copies of it captured at different 

times would not match even if they are obtained from the same 

individual. As EIs generated from physiological data 

simultaneously captured at different locations of the body 

using different sensors have slight variations, fuzzy schemes, 

such as fuzzy commitment scheme and fuzzy vault scheme 

[15-16], have to be deployed to ensure that nodes in the same 

BSN can recognize each other. To improve the recognition 

performance of the system, a better matching performance of 

biometric EIs generated at different nodes of BSN is strongly 

desired. 

The existing schemes of biometric EI generation utilize 

the cardiovascular signals that are readily available in body 

sensors for health monitoring. Both time domain and 

frequency domain information of cardiovascular signals have 

been studied. It was reported that the inter-pulse intervals (IPI) 

based EI generation scheme, compared to others, is more 

promising for such applications in actual scenarios because of 

its good recognition performance compared to other 

generation schemes. However, it was also found that the error 

distribution of such generated EIs from true pairs has a certain 

pattern, which could be taken into account for node 

recognition [17-18]. 

In this study, we aim to reduce the difference between 

IPI-based EIs from true pairs and thus improve the recognition 

performance of the system. The performance in terms of false 

acceptance rate and false rejection rate will be evaluated with 

experimental data collected from 14 subjects. The remainder 

of this paper is organized as follows. In Section II, the IPI 

based EI generation scheme and the error pattern of EIs from 

true pairs are briefly introduced. In Section III, the 

error-correcting code based compensation method is 

proposed, followed by experimental analysis in Section IV. A 

conclusion is finally given in Section V.  
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II. IPI-BASED EI GENERATION SCHEME AND TRUE-PAIR 

ERROR ANALYSIS 

A. IPI-based EI Generation Scheme 

The generation scheme of network-wide IPI based EIs is 

depicted in Fig. 1 [7]. To begin with, a node in BSN, usually 

the master node with less resource constraint, sends out a 

synchronization signal indicating the beginning of 

network-wide EI generation. Upon receiving the 

synchronization signal, other nodes in the same BSN begin to 

record at least one cardiovascular signal. The initiating node 

also begins the signal recording at the same time. Each node 

calculates a sequence of IPIs (unit in millisecond) from its 

own recorded cardiovascular signal, which can be denoted as 

}1|{ LiIPI i  . Afterwards, an accumulation operation is 

performed to the sequence of IPIs followed by modulo 

operation, i.e. )2mod()( p

imIPI . To compensate 

measurement differences among nodes in the same BSN, the 

modulo result is further transformed into a smaller integer by a 

contraction mapping 

 )2,0[)2,0[:ˆ qpf  , 

i.e.  )(2/)(ˆ qpmmf  , where )2,0[ pm , qp , and    

returns the largest integer less than or equal to )(2/ qpm  . 

Finally, to increase the noise margin of measurements, the 

classical binary reflected Gray code scheme is employed to 

get binary EIs. 

The generated EI can be expressed as 

LL IIIIEI |||||| 121   , where ||  is a concatenation 

operation. Each block of EI, i.e. iI , is originally generated 

from a corresponding multi-IPI ( imIPI ). The bit length of iI  

is q , and thus the bit length of EI  is qL  .  

B. Error Patten between True-Pair EIs 

In this content, true-pair EIs means they are synchronously 

generated by two nodes within the same BSN, and all other 

pairs of EIs are false-pair EIs, including those generated by 

two nodes from different BSNs or those asynchronously 

generated by nodes within the same BSN. In the IPI-based EI 

generation scheme, the employment of Gray code is important 

to reduce the bit errors between true-pair EIs due to its specific 

feature, i.e. there is only one bit changes state between 

neighboring codewords. Table I shows the probability at 

which the bit changes state between neighboring codewords, 

from which it can be seen that the least significant bit has the 

largest probability of state changing while comparing any pair 

of neighboring codewords. Analysis results with experimental 

data were consistent with the theoretical values. For example, 

while q was set to 3 or 4, the probability that every q
th

 bit of 

EIs from true pairs happened to be different from each other 

was quite large, which however is not desirable. 

C. Distance Analysis of True-Pair EIs 

To further check the difference between true-pair EIs, a 

statistical analysis of bit differences between true-pair EIs was 

carried out with the experimental data involving 14 health 

subjects. Details of the experimental protocol can be found in 

Section IV. Results of statistical analysis were obtained based 

on every EI block, i.e. Ii mentioned in Section II.A. Fig. 2 

shows some of the results while the parameter q of EI 

generation scheme was set to 4. As can be seen from the figure, 

most blocks of true-pair EIs have no more than 1-bit 

difference. Therefore, the aim of this study is to find a method 

to effectively compensate the single bit difference between 

true-pair EI blocks. 

III. METHOD 

Suppose there are two nodes communicating with each 

other, each of which has generated its own binary EIs with the 

scheme described in Section II.A. The basic idea behinds the 

compensation method is to make use of error-correcting code 

to correct the single bit with different values between two 

synchronous EI blocks.  

Let ),( knCi  represent an error-correcting code with   

bits of error-correcting ability, where the lengths of 

codewords and information bits are n and k, respectively. iI  

and iI   with a bit length of q represent two synchronous 

blocks of EIs from a true pair of nodes, where q is the 

 

Figure 2. Statistical results of bit difference between true-pair EI blocks 

(q=4) 
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Figure 1. Generation scheme of binary biometric EIs from IPIs[7] 

TABLE I.  THEORETICAL PROBABILITY OF BIT CHANGING STATE 

BETWEEN NEIGHBORING CODEWORDS 

Bit Length of  

Gray Code 

Probability of Bit Changing State 

(left: the most significant bit) 

4 (2, 2, 4, 8)/16 

3 (2, 2, 4)/8 

2 (2, 2)/4 
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parameter q in the above mentioned EI generation scheme. 

The relationship between these parameters is that  









kn

qk


                                               (1) 

The process of single-bit error compensation for each EI 

block is described as follows. Firstly, one of the two nodes, 

noted as A, sends out a binary sequence Am  with a bit-length 

of nL  , i.e., 
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where L is the number of EI blocks, i.e., the number of IPIs 

used to generate EI, and each error-correcting code ),( knci  is 

randomly selected.  

Upon receiving the message Am , the other node, noted as 

B, starts to compensate any single-bit difference for each 

block of its own EI by the following steps. Firstly, it separates 

the received binary message Am  into L  segments and also 

prepares the L  segments of its own EI. Then it does binary 

XOR operation for each EI block, i.e., 

),()||||(

)||||()),()||||((

kncIIII

IIkncII

iiiii

iiiii





  












                (3) 

According to the results of XOR operation, the node B is able 

to estimate the number of different bits between iI  and iI  , 

find out and then correct the bit of iI   if there is only one-bit 

difference between the two blocks. Finally, all L  segments 

with correction will be concatenated to obtain a corrected EI.  

The compensation process is also depicted in Fig. 3. There 

are two aspects to be considered while designing the 

compensation process. On the one hand, the compensation 

must be effective, which needs accurate judgment on the 

single-bit errors. This will be demonstrated later by 

experimental data analysis in the next section. On the other 

hand, the security of EIs will never be compromised during 

the compensation process because qk  , i.e., the bit length of 

information of the error-correcting code must be no less than 

the bit length of EI blocks, which means the message Am  

transmitted in the air interface does not expose information to 

any third-party. 

IV. PERFORMANCE EVALUATION 

A. Experimental Data 

We used data collected from an experiment with 14 

healthy subjects, the original purpose of which was to 

simultaneously capture electrocardiogram (ECG) and 

photoplethysmogram (PPG) for the estimation of blood 

pressure. ECG was captured from the three fingers of the 

subjects and two channels of PPG were captured from the 

index fingers of the two hands, respectively. For each subject, 

the three signals were captured simultaneously for 2–3 

minutes. Fig. 4 depicts a segment of simultaneously captured 

ECG and PPG. Peak-to-peak intervals of ECG and 

foot-to-foot intervals of PPG were calculated. 

B. False Acceptance–False Rejection Performance 

False acceptance (FA, also known as false match) and 

false rejection (FR, also known as false non-match) were used 

to characterize the two aspects of EIs. Fig. 5 depicts the 

FA-FR curves of EIs generated by the IPI-based scheme with 

and without the proposed compensation method while q was 

set to 4, where false acceptance rate (FAR) was the rate at 

which two EIs generated from difference subjects or at a 

different time were matched, and false rejection rate (FRR) 

was the rate at which two EIs generated from the same subject 
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Figure 3. The compensation process for EI blocks 

TABLE II.  MINIMUM HTER ASSOCIATED WITH COMPENSATION 

METHOD FOR THE NODE RECOGNITION SYSTEM 

Signals 
Threshold (bit) Mini. HTER (%) 

w w/o w w/o 

ECG-PPG1 18 19 0.17 0.58 

ECG-PPG2 16 18 0.50 1.02 

PPG1-PPG2 18 19 0.78 1.82 

Note: q=4; the bit length of EI is 64. ‘w’ and ‘w/o’ mean with or 

without the compensation method, respectively. 
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during the same period of time were unmatched. Table II 

shows the minimum half total error rate (HTER) that equals 

(FAR+FRR)/2. Compared to one of our previous studies that 

used the same set of raw data, this study was able to achieve a 

lower minimum HTER and thus a better recognition 

performance. 

V. CONCLUSION 

Physiological signals that are readily available at nodes of 

BSN can be used to generate dynamic entity identifiers for 

node recognition and cryptographic key distribution within 

the same BSN. The inter-pulse intervals based entity identifier 

generation scheme has its advantage in terms of recognition 

performance. However, it was found that such generated EIs 

of nodes from the same BSN have some error pattern which 

could be considered to further improve the recognition rate. In 

this study, we have proposed an error-correcting code based 

compensation method to address the error pattern problem of 

true-pair EIs generated by the IPI-based scheme. The results 

of our experimental analysis demonstrate the effectiveness of 

the proposed method in terms of single-bit difference 

elimination between synchronous blocks of true-pair EIs, 

which thus results in a better performance of node recognition. 
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Figure 5. FA-FR curves of EIs with or without the proposed compensation method (q = 4). (a) ECG-PPG1. (b) ECG-PPG2. (c) PPG1-PPG2. 
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