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Abstract—In this article, we focus on the complementary
role of watermarking with respect to medical information
security (integrity, authenticity ...) and management. We
review sample cases where watermarking has been deployed.
We conclude that watermarking has found a niche role in
healthcare systems, as an instrument for protection of medical
information, for secure sharing and handling of medical
images. The concern of medical experts on the preservation of
documents diagnostic integrity remains paramount.

I. INTRODUCTION

ADVENTS of multimedia combined with information and
communication technology boost the potential of
medical information handling and sharing with applications
ranging from telediagnosis to telesurgery and cooperative
working session. At the same time, these benefits introduce
concomitant risks for shared electronic patient records
(EPR) and call for more secure information management.
Originally devoted to multimedia document Digital Rights
Management[1], watermarking has also attractive properties
that fit within the healthcare domain, although the interests
at stake are different [2][3]. Watermarking is the insertion of
a message, also called content or watermark message, in a
host document in some multimedia format. It is required that
the watermark information remains hidden to any
unauthorized user (as for data encryption, a secret key is
needed to access the watermark content), non-interfering
with the use of the watermarked document and fragile
(integrity) or robust (authentication) to any attempt to
suppress it. Two main objectives of watermarking are
foreseen in the medical domain [2]: data hiding for the
purpose of inserting meta-data to render the image more
usable and information protection with application like
integrity control.

Despites its attractiveness, multimedia watermarking
methods may encounter limitations in medical images. The
added watermark signal frequently alters the host image in
an irreversible manner and may mask subtle details.
Consequently, proposed solutions try to preserve the image
diagnosis quality value avoiding critical information loss.

In this paper, we aim to update watermarking objectives
and its role through a critical review of recent watermarking
proposals in healthcare. From this standpoint, we discuss in
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two main medical imaging watermarking
schemes. In section 3, medical image watermarking
techniques are presented and their requirements are
discussed. Some concluding remarks are given in section 4.

section 2,

II. PROTECTING AND ENHANCING MEDICAL IMAGES WITH
WATERMARKING

A. Medical Information Assurance & Watermarking

Medical information protection derives from strict ethics
and legislatives rules. Regulations like USA's HIPAA and
Europe's EC 95/46 Directive are expressions of such a
constraint. Focusing on medical information records, which
for a patient are a complex set of clinical examinations,
diagnosis annotations and other findings and images
centered in its EPR, we recall the three mandatory security
characteristics:

o Confidentiality, which means that only the entitled users
have access to the information;

o Availability, that is the ability of an information system to
be used in the normal scheduled conditions of access;

o Reliability, based on the outcomes of: i) Integrity - the
information has not been modified by non-authorized
people, and, ii) Authenticity - a proof that the information
belongs to the correct patient and issued from the right
source.

In  Medical Information Systems (MIS), these
characteristics are maintained through five security services
[4]: integrity, availability, authentication, confidentiality,
and non-repudiation. If availability, integrity and
confidentiality services have similar definition in respect
with the corresponding security component, the
authentication service is "designed to establish the validity
of a transmission, message, or originator, or a means of
verifying an individual's authorizations to receive specific
categories of information" [4]. Non-repudiation service
manages proofs of delivery and of the message sender's
identity.

As depicted in figure 1, reliability is extendable to
traceability when it becomes possible to trace the
information along its distribution. Traceability allows
systematic information content validation, which is aimed at
trustiness and quality control: actuality (precise interest of
the information at a given instant) and reliability.

At the interface between the information and the MIS
security services, watermarking can improve information
protection from the information side. It allows a security
layer the nearest as possible to the data because of its
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property to associate protection data with information to be
protected in single object: a watermarked document.
Nevertheless, confidentiality and reliability are the main
objectives that watermarking has been proposed for,
considering applications like e-diagnosis or medical image
sharing  through PACS  (Picture  Archiving and
Communication System).

Medical image integrity control [5-14] is most of the time
enabled by embedding a digital signature (DS) or a Message
Authentication Code (MAC) [16] computed over the whole
image or over some specific local or global image
characteristics. A cryptographic DS aims for the exact, that
is bit-by-bit, preservation and protection of the information.
At the detection stage, any difference between the
recomputed DS/MAC and the embedded ones will be proof
of the image integrity. Alternatively, it can be designed to
differentiate manipulated image blocks [5][11][13]. One
advantage of DS, based on the cryptographic hashing
functions, is that it is legally recognized in most countries.
That is not the case of pure watermarking solutions, for
example telltale evidence from a fragile watermark. Some
research is presently being conducted for perceptual hashing
or content-based integrity control methods, which tolerate
"innocent" modifications that do not modify the image
content (ex. lossy image compression) [16][17]. At the same
time, once the image integrity violated, there is an interest to
identify the modification [18]: is it a malicious one or not?
This is one objective of image forensic research.

There are several solutions for the authentication of the
image source, as required for distributed EPR [2]. All of
them consider that medical images are issued from
modalities in the DICOM format (an header accompanied of
the raw image data). One approach naturally is based on
inserting the UIDs (Unique IDentifiers) provided by the
DICOM header [2][11][20][7]. The watermark allows
verifying the header-raw data association and the image
origin retrieval even if its format has been changed. A
second approach consists in embedding the complete
DICOM header [21] but because some of the header parts
are updated each time the image is transmitted, a complex
header information selection must be used, considering only
patient information relevant to the image [19][8]. An
alternative links the raw image data with the header by
embedding a DS of the header. While this alternative
minimizes the message length to be embedded,(an important
constraint - see section 3), the header should be kept with
the image when it is distributed. Hence, it becomes difficult
to change the image format: a main advantage of
watermarking is lost.

When dealing with e-health applications, some have
proposed to improve data confidentiality by inserting EPR
elements (annotation, signal, etc.) within images [23-26] [9-
11]. Nevertheless, the interest of such an approach is limited
to a small number of applications, where image embedding
capacity is rather sizeable. This scheme cannot be

Fig. 1. Medical information security components.

generalized to a complete patient EPR, which sometimes
does not contain any images.

In addition to the goals of authenticity, integrity and
confidentiality, only a few works focus on image
traceability. An experiment proposed in [22] aims at
providing medical image tracing in a communication
environment; i.e., a group of users. Based on a user key, a
part of the watermark is removed from the protected image
leaving a watermark signal in the image that identifies the
user. As for the copyright purpose, this can be used to
identify a final user (a "buyer") but not a complete
distribution chain. In fact, medical image traceability has not
been treated from the watermarking point of view.

Considering now the EPR content protection in a MIS, it
may be suitable to authenticate the link between images and
the medical report they are associated to. The system we
propose in [20] takes into account the security services of
the MIS and integrates an automatic process control, which
verifies such a link giving information not only about the
reliability of the image but also about the EPR reliability.
The medical report contains image integrity and authenticity
proofs, while the image contains similar information about
the report. In that way, it becomes more difficult to tamper
with information, as both have to be modified.

However, a lot remains to be done in interfacing data
watermarking with MIS and more specifically with the
security services. Watermarking introduces a new security
layer that we expect to be preserved during data storage,
transmission and also processing (only if the watermark
doesn't interfere with the content) continuously protecting
the information. This cannot be achieved by using only
cryptographic mechanisms.

B. Enriched watermarked images

A second objective of watermarking, named data hiding,
is just to make the image more usable or more informative
with the insertion of meta-data. However, very few
applications address this aspect in medical images.

The proposed data hiding applications focus on image
management. In [12] the record indexing information is
embedded into the media content to identify the media. An
extension of this approach [27] suggests the embedding of
the description of the identified pathology within the image.
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This is helpful in knowledge management. The image
contains its symbolic description that can be easily handled
by database and data mining applications while preserving
the image format. At the same time, database coherence and
safety may be improved as it becomes possible to repair
damaged index tables of an image database by retrieving
from the watermarked images the needed information.

Beyond these few examples, data hiding has not been
explored in healthcare. We conjecture that numerous
applications are waiting to be discovered in medical
knowledge and information use (teaching, research and
health). As for information protection, data hiding can help
in interfacing data management in and between MIS.

However, one important data hiding limitation is due to
the size of the message that can be embedded in a medical
image. This is a critical point, which depends on the
watermarking method exploited.

III. WATERMARKING TECHNIQUES FOR MEDICAL IMAGING

A watermarking method is usually designed depending on
an application framework striking a compromise between
different requirements: capacity (amount of information that
can be embedded), robustness (a fragile watermark will not
survive any image processing), privacy (secret knowledge
for watermark content access - usually a secret key) and
imperceptibility. We can say that the higher the strength of
the watermark signal, the more it is robust and/or of higher
capacity albeit perceptibility is compromised. Consequently,
if it is envisioned to process the image with an information
loss, a robust watermark is desirable to authenticate the
image origins, while at the same time the watermark should
not interfere with the image content interpretation.

A. Watermarking methods

Three kinds of watermarking methods were identified for
medical images [2]. A first class regroups methods that
embed information within region of non-interest (RONI) in
order not to compromise the diagnosis capability [5][28].
Various experiments suggest that RONI corresponds in
general to the black background of the image, but sometimes
RONI can include gray-level portions of little interest [6],
hence leaves some room for the watermarker on the gray-
level image itself. Since there is no interference with the
image content, invisibility is less strict; consequently one
can revert to methods with higher capacity and robustness
[5]. Even though no interferences occurs with the data
potentially useful for diagnostics, it has been pointed out
that changing the black background in a salt and pepper like
noisy pattern may annoy the physician. Consequently, the
watermark signal amplitude has to be correctly selected.

The second approach corresponds to reversible
watermarking. Once the embedded content is read, the
watermark can be removed from the image allowing
retrieval of the original image [21]. A great effort has been
recently provided in developing this kind of method but the

capacity is still way below the embedding capacity of non-
reversible watermarking technique. Because of the fragility
of reversible methods, such methods are used for the
integrity purpose and data hiding. Actually, one method
provides robustness [29] but sometimes it introduces in the
image a highly visible salt-and-pepper noise.

The third approach consists in using classical
watermarking methods while minimizing the distortion. In
that case, the watermark replaces some image details such as
the least significant bit of the image [26][8] or details lost
after lossy image compression [22]. In [30], robust
watermarking has been considered after a physician has
selected the maximum power of the watermark just under
the level of interference with the diagnosis. Nevertheless, it
should be considered that the original captured image often
undergoes certain processing, like enhancement and contrast
stretching with parameters values varying from one user to
another. Consequently, the watermark may become more or
less "visible". This effect is emphasized by the diversity of
medical images with pixels encoded on more than 8 bits.

B. Applications & methods requirements

Depending on the medical application area (health,
administrative, teaching, research ...) the trade-offs among
robustness, invisibility and capacity varies. For example,
image application focused on patient’s healthcare are less
tolerant of degradations, while teaching material can be
enriched with metadata. Thus, the designer can interplay
with watermarking requirements and watermarking tools.
For example, RONI approaches will leave intact the
diagnostic information, but they can be applied only if a
RONI exists. Furthermore, the capacity is dependent upon
the RONI area size. The embeddable size varies with image
modality, and to a lesser degree among images within that
category. An automatic RONI delineation is needed for
security mechanisms to be transparent to the user or if it is
the pristine sensor output image that is protected. For image
tracing, RONI watermarking allows for watermark
superimposition, with the concomitant risk that the ultimate
watermark may alter the preceding ones.

While reversible watermarking facilitates watermark
content updating, the image remains unprotected once the
watermark has been removed. Since, due to capacity
maximization the image is heavily watermarked, any
watermark must be removed first before any interpretation.
This is a situation similar to encryption. Nevertheless, the
advantage of reversible watermark over encryption is that at
least the image becomes authenticated. Nevertheless, some
distortionless methods have been proposed [27] expecting
the watermark to be kept in the image and invisible to image
analysis.

An advantage of reversible watermarking over other
competitors is that it leaves the field free for any desired
image processing. In the RONI scheme, any image
processing must maneuver clear of the RONI.
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Whatever method is used, a caveat is the computational
complexity should not cause uncomfortable time delays for
the physician. This is especially important for the case of
large image volumes or image sequences.

All this discussion points to the handicaps of the methods
outside the RONI and reversible categories, which we could
call as the classical methods. If exact preservation of
information remains a paramount requirement, then we will
see in the near future deployment of the techniques in the
first two categories.

Iv.

Watermarking enables a security layer at the information
level providing authentications and traceability abilities at
the interface with security services in and between medical
information systems, promising seamless information
protection even if the information is processed.
Cryptography and watermarking combination appears as a
good compromise until equivalent and recognized pure
watermarking solutions are provided.

However, watermarking of medical signals seems to be
stalled at an early stage because of the lack of standard to
quantitatively evaluate watermark interference with the
diagnosis. Practically, there is a need for robust and
distortionless methods adapted to various medical imaging
modalities and services (radiology, surgery, etc.).
Furthermore, flexible robustness and capacity tradeoffs
would be essential in satisfying a multiplicity of applications
in medical information protection, safety and management.
The fusion of RONI and reversible watermarking methods
may be one way in satisfying such objectives.

CONCLUSION
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