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Application-Oriented Programming Model for Sensor Networks
Embedded in the Human Body
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Abstract—This work presents a new programming model for
sensor networks embedded in the human body which is based
on the concept of multi-programming application-oriented
software. This model was conceived with a Top-Down
approach of four layers and its main goal is to allow the
healthcare professionals to program and to reconfigure the
network locally or by the Internet. In order to evaluate this
hypothesis, a benchmarking was executed in order to allow the
assessment of the mean time spent in the programming of a
multi-functional sensor node used for the measurement and
transmission of the electrocardiogram.
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I. INTRODUCTION

he inherent characteristics of the Body Sensor Networks

(BSN), like wireless communication and autonomous
operation have a great potential to influence -clinical
applications for the next decades by promoting a new
paradigm of healthcare based on wearable systems.

The goal of the Body-Worn Sensor Networks (BWSNET)
is to build an infrastructure for monitoring the human health
through wireless sensor networks embedded into the user’s
(patient) clothes and even in the body.

An application-oriented' software architecture, called
SOAB (Software Architecture for Body-Worn Sensor
Networks Project), has been developed in order to allow
programming (at deployment-time) and reconfiguration (at
run-time) support to a sensor network used to monitor the
human body.
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! The term application-oriented is introduced in this paper to characterize
systems projected or customized for a group of applications with similar and
specific requirements, like a BSN. A WSN must be projected from
requisitions of one or a group of similar applications, its Design Space [5].
Therefore, it should be application-oriented.
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The importance of this work is related to the hypothesis
that the self-adjustable behavior of a BSN together with the
possibility of human intervention can result in the
improvement of the metrics of the performance and the
efficiency of these systems. As an example, the
methodology may increase the life span of a network [1] [2]
as well as its robustness (fault-tolerance).

Although there are several projects that employ RSSF to
monitor the human health [3]-[20], most of them have not
discussed the importance of specific models for BSN
programming and reconfiguration until now. They have
delegated this problem to a generic model based on the
TinyOS framework [4] that does not offer proper support to
the healthcare professionals, who are the traditional
managers of these systems.

Furthermore, the projects that use the concept of multi-
programming in the sensor-nodes do not work with the
possibility of these nodes being multi-functional. A multi-
functional sensor-node could allow different functionalities
to run at different periods of time.

The SOAB was conceived based on a four layer Top-
Down model (see Fig. 1b), that was designed so that
healthcare professionals are able to program and reconfigure
the network locally or using the Internet.
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Fig. 1. (a) The use of a scenario for SOAB architecture. (b) The SOAB
four layer model.

A case study involving programming and reconfiguration
of a multi-functional sensor-node used to capture the ECG is
presented in the next sections.
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II. DESCRIBING THE SOAB

In the first layer of the SOAB, we have the BWSNET
Configuration Tool. Due to its application-oriented nature
and to the fact that it is not a general-purpose entity, this
graphical interface is responsible for providing means by
which the healthcare professionals, who will be the actual
programmers from now on, can describe their algorithms
without too much effort, meaning that it is less time-
consuming, less error-prone and more intuitive. Moreover,
it is a visual tool, which does not require specific knowledge
of computational models.

This interface has also the ability to include new sensors
that were not initially specified without the need to
recompile the source code. To achieve that, an interface
based on Java Reflection [6], with support to java applets,
java applications and java thinlets [7] was provided. It
should also incorporate the data model to a generic sensor-
node as defined in [8].

The BWSNET Configuration Tool has also a simulator, so
the programmer can evaluate the life span of the sensor-
node, from the estimated amount of energy consumed from
the nature of the tasks that were selected. Such a tool allows
the programmer to evaluate the performance of the chosen
configurations before the sensor-node programming is in
fact initiated.

Fig. 2 illustrates the programming of the ECG sensor-
node. Let us suppose that the programmer has selected a
configuration for the placement of the electrodes. In this
case, the programmer will have an ECG sensor-node with
three different functionalities available: (i) ECG1 at 100 Hz,
(ii)) ECG3 at 500 Hz and (iii) ECG6 at 1000 Hz.
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Fig. 2. The ECG graphical interface. Notice that the of the states of the
automatum refers to the selection of tasks in the multitask programming
palette.

The immediate benefit of this approach is related to the
decrease in energy consumption derived from the changes of
state of the automatum that describes the system behavior.
The selection of the alarm can have influence in the
programming of the events, even though the programming
of the events is transparent to the programmer of the
automata creator module. The state diagram that represents
the behavior created with this configuration can be seen in
Fig. 3.

y - e uy - ..

Motz : /7B,
f MM a Heeyert [ Sz

| TR stanel iy | [ oEm ) TOHVER Taia sanby |
\, 2.068mA | 5 b 21ddma )

a , i

O pepe O Moewent [ IDOOHT

| mHe :' Mo event ]' T “—': ToHy: sty |

1, 33068mA | 33288mA | Dieadingets |, 2289 |

M High Rigk %,

Fig. 3. The state diagram corresponding to the configuration presented in
Fig. 2. This diagram represents the current consumption based on each
feature that is executed at each instant of time. Besides the reduction in the
operating frequency, a policy for shut down of the radio transmitter is
associated to each feature. The values presented here refer to the hardware
(sensor-node) described in section III. Further details about this modelling
can be seen in [1].

Besides, if it becomes impossible for the system to
operate with one of the three functionalities, there is still a
chance of around 66% that the system remains active in one
of the two remaining functionalities, considering the tasks to
be completely independent.

In order to offer support to the programming and to the
reconfiguration of the sensor-nodes from the Internet, a
group of remote procedure calls (RPC) has been
implemented in accordance with the recommendations of the
W3C Web Services [9]. We believe that the middleware
based in XML is the more flexible and generic way to
interconnect a Body Area Network (BAN) with limited RF
range to the programmers responsible for the management
of the wearable sensor network, when there is an IP network
between some of these points, see Fig. la.

In the third layer we have the BWSNET Proxy. This
software entity was projected to operate in the gateway
devices, see Fig. la. It is responsible for the translation of
the requisitions of the format SOAP XML [10] to commands
that are understandable to the underlying layer. Besides, it
has the responsibility to create the real image of the system
from an abstract model based on automata, the self-
adjustable binary code that will be executed by the sensor-
nodes. Another functionality from the Proxy server, equally
important, is to promote the integration of the BSN with an
external healthcare information system (HIS).

There is an application-oriented operating system running
inside the sensor-nodes. It can be seen as the last layer of the
SOAB architecture. MedOS is a command interpreter that
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acts as a virtual machine upon the FreeRTOS operational
system [11].

MedOS has as its main objective to promote the
behavioral adjustment of the sensor-node at run-time,
changing the priority values that can be associated with the
functionalities provided by the sensor-node. The
functionalities are represented by tasks created together with
the libraries of the FreeRTOS.

The Java technology was used for the implementation of
the three first layers of the SOAB, due to its portability and
its adequacy to the methodology applied for the modeling
and for the description of the software artifacts. To build the
MedOS, we have used the C and C++ languages with the
MSPGCC compiler [12].

III. PERFORMANCE EVALUATION AND RESULTS

In a first evaluation of the performance, a benchmarking
was executed in order to assess the response time of the
deployment-time programmability. The response time is a
metric that can be help the assessment of user satisfaction
with the service offered through the Internet. According to
[13], for electronic commerce, values above 10 s can cause
lack of interest for the service in the majority of the users.

The response time of this project corresponds to the
deployment cycle time and it is composed by five main
values: (1) elapsed time for the Proxy to receive the service
requisition (SOAP message). The values of this metric are
modified in accordance to the traffic conditions of the
Internet. Also (2) the processing time of the service
messages that corresponds to the parser of the SOAP
messages. Its objective is to decode the automatum defined
by the users, as the operations related to this automatum: (3)
compile, (4) deploy and (5) run.

The compile operation corresponds to the automatic
creation of the automatum that will represent the
functionalities (tasks) described by the programmer, that
means, the elapsed time in the creation of the binary file
from the code libraries. The deployment operation
corresponds to the elapsed time in the programming of the
flash memory of the microcontroller and the operation run
corresponds to the restart time.

The httperf tool [14] was used to simulate the operations
executed from the BWSNET Configuration Tool. 1t was
executed in a PC Pentium VI 2.4GHz 512 Mbytes RAM.
The httperf is a program commonly used to evaluate the
performance of Web servers. Besides the generation of the
workload, the httPerf make the statistical reports available
for analysis.

The BWSNET Proxy was executed in a PC Pentium III
700 MHz with 128 Mbytes RAM. Its purpose is to emulate
the performance achieved when this artifact was being
executed by a mobile device of less computational power.
Regarding the link, an ETHERNET 10/100baseT network,
without traffic isolation, in order to approximate as much as
possible the real model, was used.

The sensor-node was assembled from the Olimex
MSP430-HG439 kit [15], with a bluetooth radio BlueSMiRF
Basic [16]. The circuits to capture the ECG were built based
on the differential amplifier INA321 [17] and connected to
the microcontroller like the one described in the project
presented in [18]. Table 1 presents a summary of the main
results achieved.

TABLE I
RESPONSE TIME OBTAINED FOR PROGRAMMING THE ECG SENSOR-NODE
THROUGH THE INTERNET
Code size Deploymep tcycle . .
duration Binary code content description
(rounded)
(rounded)
SKB 4s Just the FreeRTOS
6KB 5s FreeRTOS + MedOS
FreeRTOS + MedOS +
9KB 10s ECG1/100Hz + ECG3/500Hz +
ECG6/1000Hz

Deployment cycle duration corresponds to the rounded medium response
time (in seconds) obtained from 10 interactions between the Httperf and
the BWSNET Proxy. For each ECG task a 17-tap FIR low-pass filter with
a cutoff frequency of 0.1 Hz was included, as well as a 60 Hz notch filter.
The implementation occupied approximately 1 kB.

IV. DISCUSSION

The wvalues of the response time tend to increase
according to the code complexity and to the inherent level of
intelligence inside the sensor-node. They can also have
influence in the amount of daily reprogramming that is
necessary. In practice, the values presented in Table 1
should be considered as the period of time that the patient
will have to wait with an inactive system and connected to
the Proxy through the interface JTAG.

Considering another approach, where the programming at
deployment-time would be done from a serial interface and
from the bootstrap loader [19], the process becomes even
slower and consumes more energy. Moreover, the amount of
write operations in the Flash memory can determine the life
span of the system [20].

The fact is that, not considering the possibility of
reprogramming due to software or hardware faults, the
health condition of the patient can determine the frequency
of the system reprogramming. In many cases, this is
achieved by doing a slightly behavioral readjustment in the
software at run-time. To do that, a complementary approach
has been developed to allow the reprogramming to be
executed without the need for interruption of the system
neither the connection of cables.

The run-time reconfiguration methodology will allow the
programmers to act not only in the sensor network level but
also in the sensor-node level.

At the network level, it will be possible to define the
importance of each sensor-node in accordance to the need of
each application, defined by [2] as Sensor QoS Level (see
Fig. 4). Sensor QoS Level refers to the importance of the
information flux collected by a certain sensor-node. In this
case, the value 0,8 says that the information flux expected
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for this sensor-node is approximately 80% of the maximum
flux. The adjustment of the size of the flux is directly related
to the adjustment of the bandwidth and of the transmission
rate used by the sensor-node at each instant of time.
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Fig. 4. The remote reconfiguration process and its implications at sensor
level.

At the sensor-node level, a priority value will be
associated to each executed functionality. The changing in
the values of the priorities can modify the sequence, when
no event occurs and, mainly, the time-slice that each task
will use the CPU. In Fig 4. three priority values are used:
Low Risk, Medium Risk e High Risk which are mapped
respectively in three priority values by the MedOS: Priority
2, Priority 3 and Priority 4.

The programmer will be able to suspend functionalities
that are less interesting in favor of others of greater interest.
Furthermore, he can modify the priority values without any
change in the autonomous operation capacity of the sensor-
node, because the events defined at deployment-time will be
kept.

V. CONCLUSIONS AND FUTURE WORKS

The concept of application-oriented software presented in
this paper refer to the ability of the interfaces to adapt
themselves to the profile of the possible users.

This paper presents a model for the programming of
BSNs taking into account the fact that the programmers of
these systems need tools with more transparency to carry out
their activities such that these activities are not inconvenient
to their patients.

The transparency here presented is evaluated by means of
a benchmarking with the objective of quantifying how
inconvenient this process can become even when BSNs
projected to operate autonomously are used.

A software architecture in layers allows the transparency
to be achieved in a modular way, thus protecting the
portability related to the possible modifications of the
underlying layers, including the hardware itself.

Future efforts will be concentrated on: (i) the
implementation of mechanisms for security improvement
and authentication, mainly for the remote interventions over

the Internet; (ii) new algorithms based on priorities and
application-oriented algorithms that can be used to get more
efficient scaling of the functionalities embedded in the
sensor-nodes, with the aim to guarantee the absence of
deadlocks and starvation.
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